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from diversity to uniformity

MHUNTW COJ10 — yHuBepcanbHaa cuctemMa
onepaynoHHOU NoaAep XK Moab3oBaTesieun.

YyamnpuH AHApen

000 “UHUTWN” OnpeKTOop No pa3BuUTUO bBU3Heca
+7 (977) 600 5000

a.uchamprin@initi.ru

http://www.initi.ru
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Ob6ecneueHue BbiCOKOM rotoBHOCTU Bcer UKT nHdppacTpykTypbl

°  MOHUTOPUHI cocTosiHMA Bcero KT obopyaoBaHus B peKMMe peasibHOro BpeMEHH

°  aBTOMAaTM3aUMA NOUCKa NEePBONPUYMHBLI aBapUN C LEeNblo COKpaLLeHNE BPpeMeHN YCTPAaHEHUA HEUCMPABHOCTEMN
°  paccTaHOBKa NPUOPUTETOB NPU YCTPAHEHUWN aBAPUI

°  MPOrHO3MpPOBaHME MEeCT BO3MOKHbIX OTKA30B

Ob6ecneueHue apPpeKkTnsHomn pabortbl UKT HPpacTpyKTYpbI

°  TEeXHONOTrMYeCKUM yyeT Bcer MHPPaACTPYKTYpPbl

°  BblAB/IEHNE HENCMO/Ib3YEMbIX PECYPCOB

* o0bocHOBaHHOE N1aHMPOBAHWE PA3BUTUA U 3aKYMNOK

°  OTC/NIeXUBaHME aKTyaNbHbIX KOHPUrypaumm ceteBoro obopyaoBaHuA

° onpeaeneHne TEXHUYECKOro COCTaBa MCMNOJIb3yeMbIX CEPBUCOB

O6ecneueHue nognep:XK1M NPUHATUA peLleHUU U NPO3PaYHOCTU HA BCEX YPOBHAX ynpaB/eHUsA

°  CO3aHWEe eANHOro LEeHTPa MOHUTOPUHIA, YNpaBaAeHUa N AUCNeTyepm3aummn aaa KOHTPONA BCeX TeXHOornyecknin gomeHoB KT MHdpacTpyKTypbl
°  nosblweHne 3dPeKTUBHOCTU PaboTbl MHXKEHEPOB 3a cHeT YHUIUKALMKM pabounx mecT

°  MOCTPOEHMe BEPTUKAIN YNPaBAEHUSA HA OCHOBE BBEAEHHbIX PErNAaMEHTOB U NMPaB A0CTYNa

°  BefleHMe egMHOM 6a3bl AaHHbIX AN POPMUPOBAHUSA ONepaLMOHHOM MU ynpaBAeHYeCKoM OTYETHOCTH




[louemy Heobxoamma eanHasa cnctema? TunmuHble
npobsemsbil.

OTcyTCTBYET OXBAT BCEX TEXHONOIMMYECKUX AOMEHOB — HeT LLe/IOCTHOro KOHTPOAA, HEBO3MOXHOCTb
KOHTpoAnAa SLA UKT cepBucos;

OTcyTCcTBYET eAMHana 6a3a TEXHUYECKOro y4eTa — HEBO3MOXKHOCTb onpeaesiuTb KPUTUYHOCTb €boAa n ero
BAUAHUE Ha OKa3blBaemble UKT cepBuUChI;

OTCyTCTBYIOT aBTOMATUYECKNE MEXAHU3MbI MOUCKA NEPBONPUYMHbBI — BbICOKMM NPOLEHT NPOMNYCKa
yBeZAOMNEHNIN, BONbLLIOE BpeMS BOCCTaHOBEeHNA cboeB, HEBO3MOXKHOCTb aBTOMATM3aL,MM NPOLLECCOB
obcnyxKunBaHus;

OTCYTCTBYIOT MEXaHM3Mbl MNPOrHO3NUPOBaHUA cO0eB — MOTEPM HA NPOCTOU, KOTOPbLIX MOXKHO BbiNo
n3bexKaTtb;

OTCYTCTBYIOT MEXaHU3Mbl YNPaBAeHUA MOLWHOCTAMM — HEabDDEKTUBHAA YTUIM3aLUMA 06opyaoBaHuUA,
n36bIToyHble notepun Ha 3NN (He To n He Tam);

HeBo3mMoOXHOCTb nogkatoueHna He UT u ycTapesLllero obopyaoBaHMs — OTCYTCTBUE MOJAHOLLEHHOro
KOHTPOAA Ha CUTYyaLMen;

Cno)KHaa 1 pecypcoemKas apXuUTeKkTypa — HEBO3MOXHOCTb MaCLUTabMpPOBaHMA TEKYLLLErO peLLeHuns.
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[Touemy "IHUTW CONNO" — 0 komnaHnn

* 100% PoccumncKkaa kKomnaHuA

CBUAETEJULBCTBO

0 roCyJapCTBEHHOH perucTpamum mporpamMmmbl 1jasas ODBM

| Ne 2019619820

* [on ocHoBaHua 2007

*  Yucno cotpyaHukos 30+

* PeweHune BrkNtOYeHO B Peectp Poccumckoro MO

¢ u ¥ 0TOGpaKenusi COOLITHIT

* JloKanbHaA pa3paboTKa, cnyxba TeXHNYECKOMN NOAAEPHKKN 0 (INITI SOLO .3:-'10_}){??'-;g'f;-_?;_-'j* f-f‘?}i?

* He ncnonb3yeTtcs TpeTbecTopoHbero Kommepyeckoro MO

* [loaTBepAEHHaA 6a3a 3aka3umkos B PP 1 3a pyberkom

511 35 8 3 30 48 30 30 58 30 9 B O

T

MECHUBUHME 0PI aHd 110 CEPTHPUKALINN, dAPEC MECTUHAXOAUICHIA, 1EC(PUH, (PAKL, dAPEC VIEKTPOHHUK 104 1bI)

-

U YIOCTOBEPACT, YTO CPEAICTBA CBA3M  ABTOMATH3MPOBAHHAsl CHCTEMA YNPaBJIeHHs] H MOHHTOPHHTA

¢ H aimtynme N10KaJibHO I7| Nna pTH e p CKO I7| 6 d3bl obopyaoBanus cered aextpocsssu "MHUTHU COJIO" (Bepcusa I1O: v3.0), Texunmueckue yciaoBus Ne

CYM.UH.AC/453-001-2020 T,

(HanMeHOBAHKE CPE/ICTBA CBS3H, BEPCHs NIPOrPaMMHOro obecrneuenns (MpH HauUKuu) Wik uHpopmalus 06 OTCYTCTBHH NPOrPAMMHOr0 o0ecneHeHus,

[ P e LLI e H M e I/I C I‘I On b3yeTCH p H .ﬂlo M B e.ﬂly LLII M X I/I H O CT p a H H bl X HOMEp TEXHHYECKHX YCIIOBHI, 3aBEpEHHAst KOIIUA TEXHHYECKUX YCIIOBHI (npuniaraeTcs)

HU3roTaBIMBACMbIC 000 "UHHUTHU", 115093, r. MockBa, [TapTuiinblii nepeyJiok, aom 1, kopn. 58,

o (HAaMMEHOBAaHHE U3rOTOBMTE/IA CPEACTBA CBA3M,ALPEC MECTOHAXOAKAEHH )
npons3sBoguUTeNEen cTp. 2, oduc 14

Ha NpEAIpUATHH 00O "MHUTH", 115093, r. Mocksa, [1apTuiinblii nepeyok, aom 1, kop. 58, c1p. 2,

(HaHMCHOBaHHe NpEAnpHUATHA, HA KOTOPOM M3rOTOBJIEHBI CPEACTBA CBA3H, aApecC MECTOHAXO0KASHHA)

obpuc 14

COOTBCTCTBYHKOT YCTAHOBJICHHBIM Tpe60Bale[}IM "[IpaBusia npuMeHeHHus: 000pyAOBaHUS
ABTOMATH3HPOBAHHBLIX CHCTEM YNpaBJeHHUs H MOHHTOPHHra cered sjaexkrtpocssizu. Yacre III. IlpaBuaa
npuMeHeHHsi 000pyA0BaHMsi ABTOMATH3HPOBAHHBIX CHCTEM YNpPaBJE€HHS H MOHHTOPHHIa CpeICTB CBfA3M,
BbINOJHAKIIHX PYHKUHH CHCTEM KOMMYTAHH H MapuipyTH3aUHH NakeToB MHpopmauun', yTB. NPHKa3oM
Munkomesasu Poceun or 12.01.2009 Ne 2; "IllpaBuiaa npumeHeHHsi o0OpYAOBaHHSI aBTOMATH3HMPOBAHHBIX
CHCTEM YNpPaBJieHMss U MOHHTOPHUHra cerel jiexkTpocssizn. Yacre 1l. TlpaBuna npumeHenus obopyaoBaHus
ABTOMATH3HPOBAHHBLIX CHCTEM YNPAB/JeHHS M MOHHTOPHHIA CPEACTB CBA3H, BBINOJIHSIOWKX (YHKUHH
UH(POBLIX TPAHCNIOPTHBIX cHcTeM', yTB. npuKazom Munundopmessasn Pocenn ot 19.06.2007 Ne 68.
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[Touemy “"UIHNTIN COJIO" — 0cobEHHOCTU peLleHnS

* He3aBucnumoe aapo cuctemsbl (3aperncTpmpoBaHO OTAE/IbHO)

* PaboTa B BbICOKOHArpPyXE€HHbIX CUCTEMAX C 6ONbLUMM KONNYECTBOM CODbITUM
*  cnonb3oBaHUe TEXHONOTUN NAapPaieNbHbIX BblunucaeHnm n EEDA

* PaboTta Ha x86 apxutekType u oTKpbITbiXx OC (Linux)

* T[loppepr<ka paboTbl Ha 3awmweHHbIX OC (RedOS, Astra Linux, ALTLinux)

* PycndunumpoBaHHbIM NONHODYHKLUMNOHANbHbIN Web nHtepdenc

*  Hanunuume pyccKkosasblYMHOM NOJ/1b30BaTE/IbCKOM AOKYMEHTALU NN

* BO3MOXHOCTb pa3paboTKM CTOPOHHUX MOAYNEN

¢ MHTerpaLI,I/IFI C BHelWHnMHNn CUCtTeMamnt 1 O60py,£I,OBaHI/IEM




[Touemy "MIHUTW COJ1IO" — HekoTOpble 3aKa3zunkn u
[TapTHep®bl
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Kakmne npoLeccbl aBToMatnsnpyem

4 N

HabntoaeHue 3a cOCTOAHMEM, A@HHOE NOHATUE ABNAETCA 6onee WNPOKUM,

yem ynpasseHune cobbiTuaMn. Hanpumep, cpeacrtsa KOHTPO/IA NPOBEPSAIOT

COCTOAHME YCTPOICTBA Ha NpeaMeET ero GYHKLUMOHNUPOBAHUA B AONYCTUMbIX
npeaenax, AasKe ec/in 3T0 YCTPOMUCTBO He reHepupyeT HUKAKUX COBbITUIA.

k /
( N

* PaHHee obHapyXeHne NHUMAEHTOB

* [oBblWweHne paumMoHabHOCTU MOHUTOPUHIA aBTOMATU3NPOBAHHbIX
npoueayp

* PaHHee onoBelleHWe 0 HeobxoanmocTn obHoBNAEHMA NpoLUeayp UAn
pecypcos

* OcHoBa A/ aBTOMaTU3aLMKM NpoLLeayp sKchayaTauum

*He3aBuncmMmoe aapo CUCTEMbI (3aperncTpnpPoBaHO OTAE/NbHO)
*Moaynb MOHUTOPUHra / cbopa 1 aHanM3a NPoOn3BOAUTENBHOCTU
*Mopaynb KOHTPOAS KOHPUrypauui obopyaoBaHus

*Mopaynb OUEHKM HeraTMBHOro BAnsaHMA cboa Ha busHec-npouecchl
*Mogaynb Anti-Fraud

Moaynb FM /
PM

Moayns CCM

AOPO UHUTH
COJ10

Mogynb BIM

Moaynb Anti-
Fraud

*Mogaynb SIEM *  Mogaynb Service-Desk (Ha AaHHbI MOMeHT ncnonbayetca aapo Naumen Service Desk)

. Mogaynb Inventory (Ha AaHHbIM MOMEHT ucnonb3yetca sapo Naumen Inventory)

(0’ NHNTK
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Llenb — 3aMKHYTbIN LKA aBTOMaTU3aLnm

OTkpbiBaeT TroubleTicket

T
Ll

3akpbiBaeT
TroubleTicket

Help Desk

UoeHTudmumpyer
nepBUYHYIO
npoGnemy

AHanusupyet

AaHHble Ouunwaer

ypHan aBa

pecypcos

AHannanpyeTt BO3MOXHble
nocrneacTBUA U3MEHeHUs

ABTOpPU3yeT U3MEHEHUue

NU3meHseT koHcUrypaumro

MOHUTOPUHI U
onoBeLleHune
N

(Discovery)

MpuHaTue
U3MEHeHuA

Mediation

KOHTPONb M3MEHEeHUA KOHUrypaumid

sesse TH LS W % 40 fTon

Jata/Bpems nameHeHus

(7))  +7(989) 855-01-42 Noapobiuo

2015-10-27 16

45.000000 (GMT+3)

[ara/Bpems n3MeHeHus

2015-10-27 16:36:45.000000 (GMT+3)

2015-10-27 16:31:24.000000 (GMT+3)

| »

2015-10-27 16:31:06.000000 (GMT+3)

2015-10-27 16:31:24.000000 (GMT+3) B
2015-10-27 16:31:06.000000 (GMT+3) ]

Ycnyra soccrasosnesa:

2015-10-27 16:30:59.000000 (GMT+3)

2015-10-27 16:30:59.000000 (GMT+3)

2015-10-27 16:29:39.000000 (GMT+3)

2015-10-27 16:29:39.000000 (GMT+3!

Switch Down 100%:

2015-10-27 16:29:31.000000 (GMT+3)

VLG-VOL-038-SW11

snmp-server

. Snmp-Server enagfe fr‘aps pppoe

enable

traps ipmobile

snmp-server

Anpec: vig-sam 16

snmp-server
W: - snmp-server
22.06.2015 08:56:45 snmp-server
BaxmocTe: Kpursiit
ip: 172.25.43.166 !
Kon-80 cobuimmit: 1
Kon-80 aGom.
nogxmosesmin: 0

snmp-server
snmp-server
snmp-server
snmp-server
snmp-server
snmp-server
snmp-server
snmp-server

enable
enable
enable
enable

enable
enable
enable
enable
enable
enable
enable
enable

traps isakmp policy add
traps isakmp policy delete
traps isakmp tunnel start
traps isakmp tunnel stop

snmp-server enable traps ipsec cryptomap add

traps ipsec cryptomap delete
traps ipsec cryptomap attach
traps ipsec cryptomap detach
traps ipsec tunnel start
traps ipsec tunnel stop
traps ipsec too-many-sas
traps voice poor-qov

traps

Homep rnoGansHoi
npobnems! 8 Apryc
KTN: 12932806 i

Ycnyra soccTasosnesa:
Router Down 100%:
KRD-KRA-R-
K68-7206-0.124

Omp

E-dsnmp-server

i Msnmp-server enable

Mowuck ¢ regexp

bstun
dial

L I@snmp-server enable traps dsp card-status
i Bsnmp-server enable traps atm subif
L lsnmp-server enable traps pppoe

kL i lsnmp-server

enable traps ipmobile

kUiBsnmp-server enable traps ipsec cryptomap delete
glivAsnmp-server enable traps ipsec cryptomap attach
glklsnmp-server enable traps ipsec cryptomap detach
b2 3snmp-server enable traps ipsec tunnel start
gl Bsnmp-server enable traps ipsec tunnel stop

60 Bsnmp-server enable traps ipsec too-many-sas

b lF@snmp-server enable
6l 8snmp-server enable

voice poor-qov

iMonitoring - Google Chrome

“fil. IMonitoring

«

x Y= [Ms-409) sanpoc y abc x Y [ 403 - Bxosue — 5iv. X Y W Liebher T2828 — B X V. G} Mpory u ero repoi

C [ gui/

root ¥

Cxema 06bexToB

XKypran aBapuii mogenu dev_10 (1)

Xypran asapuii mogeny dev_18 (1)

1

Root

Root  dev_10

Root  dev_18

BOK

WUctopua
Vi3MeHeHWs v
Oata v epems &

20.12.2016 08:26

20.12.2016 08:26

st Mo 1P-agpec

MOTEHUMANEHSIE MHLMASHTEI

AOelictene
ABapus u3
cucTemol
MOHWUTOPWHra

LNobaeneHo
npasuno

3aTpoHyToe o6opyaosaHue

20.12.2016 08:26

20.12.2016 08:26

20.12.2016 08:26

[AobBaeneHo
npasuio

JLobBaeneHo
npasuno

Co34a3H HapRa

KpuTi

Mocney,

7 7

Cumnrombl

Kpuriny Bpeus

MepsonpuunHa

MEVRS)

AENETTERe -]

W TPYIMIOBOE NOBPEXAEHWNE
I CA-18886447 - PenokT PLLYCC

Wcnonnutens: pynna OTT MPLLYCC (D

CeeaeHus
Hapsa:

HazgaHue:

KOHTpONLHEIE BpeMeHa

WHumaerTsl  AOKYMEHThI

N CNA-PemoHT PLYCC MpuzHaku:
ABapys Ha ycTpolicTee4siRgi®3  MepsonpuynHa c6os MpumeyaHue:

Tex. npumeyaHue:

®akT. AaTa nospexaeHus: 20.12.2016 08:16

MnaH. 1aTa UCNDABNEHUR:  HE 33N3HO

He 33aH0
YCTPoiicTEo KAl Mg eusmians S\ 3 ([P = S0 CTy MTHO

He 33]aH0

Ball KOMMeHTapui VARV LY §
W3meHeHuA AsTOop
20.12.2016 ©8:16 (+03:00); ABapuA Ha YCTPONCTBE MBSy, YCTPOWCTBO (IP = Cucrema
BRSPS He1OCTYMHO MonuTopuHra(Cucremi
NoBpexa W ysen: YyeTHas 3anuce) ... /cravogok & on -~
MNocTpagaBwue y3abi: , - . . y A, (HeHaBH.)(D ) Aa
B £ £ £ e ) Her
Tun asapun: TexHudeckas; BauAHue Ha ycayru: He BAMAGT Ha CEPBUC creneHb BAMSHUS HA CEPBUC ) Her
Cceinka:null p Her
Mo ceTesomy y3ny W Tuny ycnyru: KpacHogap r; - W, ; OM:HeT 3M:HeT Cucrema ) Her
Mo ceTesomy y3nay u Tuny ycnyru: KpacHopap r; e — &, ; OMN:HeT 3M:Het MoHUTOPUHra(CucTeM
Mo ceTesoMy y3ny U Tuny ycnyrv: KpacHoap r; e o - i; ; OMN:HeT 3M:HeT YueTHar 3anuce) ...
Mo ceTesomy y3ny u Tuny ycnyru: KpacHopap r; VASFNSSERERR SR - ; ; OM:Het 3MN:HeT (HeHaBH.)@
Mo ceTesomy y3ay U Tuny ycnyru: KpacHopap r; i _ . g , ; OMN:HeT 3MN:HeT
Mo ceTesomy y3ny M Tuny ycnyru: KpacHogap r; _ - §; ; ON:HeT 3M:HeT
Mo ceTesomy y3ny W Tuny ycnyru: KpacHogap r; _ - 1] ; 3 OMN:HeTt 3M:HeT
Mo ceTesomy y3nay u Tuny ycnyru: KpacHopap r; - &¥; ; OMN:Het 3MN:HeT
Mo ceTesomy y3ny M Tuny ycnyru: KpacHogap r; - o, ; ON:HeT 3M:HeTt
Mo ceTesBomy y=3ay M Tuny ycnyru: KpacHopap r; - - §; ; ON:HeT 3M:HeT
Mo ceTesomy y3ay U Tuny ycnyru: KpacHopap r; i i - %, ; OMN:Het 3N:HeT
Mo ceTesomy y3ny M Tuny ycnyru: KpacHogap r; e _ - - ®; ; OM:HeTt 3MN:HeTt
Mo ceTesBomy y=3ay M Tuny ycayru: KpacHopap r; - S——— . §; ; ON:HeT 3M:HeT
Mo ceTesomy y3nay U Tuny ycnyru: KpacHopap r; s T —— . %, ; ON:HeT 3MN:HeT
Mo ceTesomy y3nay u Tuny ycnyru: KpacHopap r; - §; ; OM:Het 3M:HeT Cucrema
Mo ceTesomy y3ny M Tuny ycnyru: MUT3T r. Hosouyepkacck CT, HoBouYepkaccK r; My MoHuTopUHra(Cucremi
eSSt ; ; OMN:HeT 3M:HeT YueTHas 3anuce) ...
(HeHaau.)@
Mo HeussecTHOMY y3ny: HeusBeCTHbN y3en - 5 ON:Aa 3N:Het Cucrema
MonuTopuHra(Cucrem
YueTHas 3anuce) ...
CdopmuposaH Hapsa (HeHaBH.)®
rn Cna-18886447; Cucrema
3apgava: PemonT PUYCC; YdacTok:lMpynna OTT MPUYCC; MoHuTopuHra(Cucremi

Mpumeyanmne: YcTponcTeo KRD-KRA-52.1-QT82-52.3.3-SW3 (IP = 10.52.3.3) HegoCTynHOo;BpemMa OTCHETa KOHTPONBHOrO

CpoKa:20.12.2016 08:16 (+03:00); Casur: 9 MuH.;Ha3eBaHue:ABapuAa Ha ycTpoicTee 10.52.3.3;

YueTHas 3anuce) ...
(Herazn)®




CKBO3HON MOHUTOPUHI HEAOCTYMHOCTUN CepBMCa

OT aBapuu K 3aTPOHYTOMY CEepPBUCY:

- CKBO3Has KoppenAauma aBapum Ha CETEBOMN U NOTUYECKOW
TOMOJIOTNN C CEPBMUCOM BKNtOYAA BCe YPOBHU UT-

MHPPACTPYKTYPbLI
- ABTOMaTMYeCKOe onpesesneHne NepBonpPUYNHbI HEAOCTYNHOCTU  guuue vacepanc &

cepBunCa Ha BCeX YPOBHAX, C NpoeunpoBaHUEM K/1H04EeBOW ni!;g:g::eﬂa
NA
dBapnUUnN Ha CepBUC cepauca

- ABTOMaTUyecKoe PaCKpbiTe U MOHUTOPUHT I'IpVInOH-(eHVIﬁ
- ABTOMaTUyecKoe PaCKpbiTe U MOHUTOPUHT CI)M3VILIeCKOl7I "
v Bnusnue Ha ypoBeHs
NNOTrTM4YeCKoun Tonoaormnn VlT—MHCI)paCprKTypr. NPHAOXKEHMI .

MexaHu3smbl Koppenauuu:

- Ha b6ase paCKpblToﬁ TONONOrMN U MO4EeNN CepBUCOB
- BcTtpoeHHble B moaenb mexaHU3Mbl Koppenaunu

WHgpacTpykTypHeid o
- Hactpansaemsblie npasuia Koppenayumm Ha base npasun c6osi

UrgppacTpykTypHbii ypoBeHs

(0’ NHNTK
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OT npobieMbl B UHQPACTPYKTYpe K CEPBUCY

Ucnonb3oBaHue pecypcHO-CepBUCHOU moaenu ans
AOCTUXKEHUA MAKCUMaNIbHOU OTKasoyctonumsoctu UT-
CepBMCOB KOMMNAHUMU:

x =
N/ O LLC Initi monitoring : master (6]
P ) Net10xxx (6]
> & Net172xxx [

13 O Mndpacrpyxrupa (5]
v O Cepsucw [529]

- COKpaIJ.I,eHl/Ie BpeMeEHWN Ha BblAB/IEHNE 3aTPOHYTbIX aBapmeM cepBuncos > @ IC floxymentootopor 8KOPN 7]
- OI'IepaTl/IBHOe yseagomMmneHne oTBETCTBEHHbLIX 3a 3KCMN1yaTauyunto aBale;’IHbIX > © rcmsk 6]
> OICE rantepus 8 YPU [3]
0O6bEKTOB UL, MPU aBapPUKM Ha CEPBUCE AU NPU NPUBINKEHUN K MOPOroBbIM < o,c,:;po;,
3Ha4e€HUAM NPOrHO3a4a aBapVIl‘;IHbIX CMTyaLLMVI > O icn-ommmpmr (37
» ® 1cn-Tpanc 41 f
W (Y] > o 1CA-UyP (23] Wmsn: IC flokymenTooB0poT .  Hassanwe: Wmna: c-prmurcicOlcorp.uk.
yAOGHbIM MHTep¢eMc KOH¢Mrypa u”” 4 OICII—3HEPI'0CEPBMC (30) Onucanwe: WMa Tuna cen.. servicelmpact Onucanme:
’ o 1Cﬂ-3neproce'm [39] Bpemn coapa.. 24/01/202010:46:38
cepBMCOB: 4 O‘C"LU*" m Nporoxon 06...
| 4 o ACS (M Cocrosnme: - HeuasectHo
» () ADEU-LUKOIL.com [16]
- MwuHMManbHble Tpyao3aTpaTbl Ha peannsauuio : g‘“”m
ALTIRIS Solutions (1]
CEepPBUCHO-PECYPCHOMN MOAENIN BHYTPU CUCTEMDI b ) ARIS Platform 88 (23]
- KoHdurypauma cepBmcoB 1 npaBui KOPpPeNaLnmn yepes : g“‘“"°"°"°"'°°"°"°'°’°"°"“°°°“°"""”
All Network MSK [103]
eaUNHbIN rpapuyeckmin MHTepderc Nnonb3oBaTens b © AutoCAD (2

» © BASPRO [3)

- HaCTpOVIKa NPOrHO30B8 HEAOCTYNMHOCTU CEPBUCA C
» ® BankSys [2)

onoseweHnem onepaTopoB O BO3MOKHbIX r|p06netv\ax
Ha cepBUCE

CKBO3HOM aHaNU3 BJIUAHMUA HA cepsuc:
BusyanbHoe

KaTanor cepsucos npeacrasieHne

- B03MOXHOCTb Nepexoda Cc aBapumM Ha cepBuce K
CEPBUCHOMN Moaenu

nepBoOnNpPUUYMUHE OTCYTCTBUA YCAYTH.
- BO3MOXHOCTb OTC/IeXKMBATb BCIO LEMOYKY BAUAHUA Ha
cepBuc

)

s

NHNTWY




[lepBoouUepesHble 3P PeKTbl OT BHEAPEHUA

C6op pasHopoAHbIX cObbITUM B eAMHOM peLlEeHUM:

e CoobuleHuns obopyagoBaHua IP ceTein, TpaHCMOPTHbLIX CETEN, CETEN Nepeaaymn
NlaHHbIX, 0bOpPYyA0BaHUSA ceTell CMYTHUKOBOM CBA3U

e CoobueHus Tex. npoueccos: KoHTponnepsbl, ACYTI, SCADA

 CoobuweHna obopyaoBaHmnAa anekTpoobecneyeHmna, KOHANLMOHMPOBAHMSA,

NaTYNKOB

 CoobuweHuna b1, NpUNOKEHNIN, CUCTEM XPAHEHUA AAHHbIX

* CoobleHna noacmctem MHGoOpMaLMOHHOM 6e30MNacHOCTU — MeXceTeBble

3KpaHbl, aHTuBMpycol, DLP n np..
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KoHconnpaumna agaHHbIX:

* NHPopmauunsa 13 pasHbIX CUCTEM YNPABAEHNA?

* [lpeacraBneHne B eAUMHOM nHTepdence cucCTembl
YNPaBAEHNA HENCNPABHOCTAMM U KOHTPONSA
npou3BoaMTeNbHOCTM 06opyaoBaHMA?

* [lpepoctaBneHme eguHoOro nHTepdenca c
reouHPpopMaUMOHHON CUCTEMOWN?

* YHMBEPCaNbHbIN UHCTPYMEHT A5 AEXKYPHOM CMEHbI
CNyXbbl 3KCNyaTaumMm N pyKkoBoacTBa

* NcKntoyeHmne BO3MOKHOCTU MaHUNYJINPOBAHMA UK
NCKaXKeHnA nHbopmaummn?




TexHn4yeckan
MHOOPMaLUA




Nopcucrema OTYETHOCTH

WHUTK CONO

UcTopuueckas b

MpeasblYUCAsiEMbIE AaHHbIE

Crpyktypa "IHATIN COJ10"

In-memory

BA

Nnarpopma arperaymm

Mnardopma 06paboTKK AaHHbIX

MoaenbHbIl Katanor

Nnatpopma (aapo) UHUTU

Mnardopma 06paboTku AaHHbIX

Avcneruep cobbituii

—_
~_———— -

MogenbHbliA Katanor
Aucneryep cobbiThii

s

Nopcuctema cbopa
BaHHbIX {KonnekTopbl)

Onepatopbl NOC

YpanéHHblit onpoc

A

AreHtckoe NO UHUTHU

[w&fma

UHpacTpyKTypa

YpoBeHb cbopa aAaHHbIX (Konnektopsbl)
YpoBeHb HopMann3auum aaHHbix (Aucnevep cobbiTin)
Aapo cuctemsl (Core):

= MoaenbHbll KaTanor

= Mopgenb MHPPACTPYKTYpPbI

= (Qb6paboTKa cobbITUM

YpoBeHb npeactasneHna (GUI)

BbicoKkas npounssBoauTenbHocTb aapa (10000+ EPS)

Peannsaumna oTKa3oyCcTOMYMBOM U pacnpeaenéHHomn “obnavyHon” CTpyKTypbl

BO3MOKHOCTb peasin3aumm nepapxmyeckom CN0KHOMOAYMHEHHOMN MHCTANNIALUN
MHOronosnb30BaTeNbCKUIM NOPTAN C TMOKMMM BO3MOXKHOCTAMW Ha3HAYE€HUA 30H BUAMMOCTU
Jltobana x86 apxmTeKkTypa, noaaeprKka paboTbl B BUPTYa/ibHbIX Cpeaax

BbicokonpoussoguTensHaa b ana pabotbl ¢ 6onblINMM KONMYecTBOM ycTponcTs (6onee 150

000 Ha oaHO 54p0)

OTKpbITble 3a40KYMeHTUpPOoBaHHble APl onAa nHterpaunm ¢ BHELWHUMM CUCTEMAMMU

MonHocTbio WEB — based nHtepdeic (He TpebyeTca ycTaHOBKa cneunanmsmpoBaHHoro M0O), B

TOM YMCNE N HA MOBUABHbIX YCTPOMCTBAX



YpoBeHb cbopa gaHHbIX — NH060U LMDPOBOW MPOTOKO

EanHan nnatdopma gna cbopa u Hopmaamsauum AaHHbIX ¢ 601bLIOro KoAnYecTsa
Pa3HOPOAHbIX UCTOUHUKOB

* Ncnonb3yeTca yHUBEPCAbHbIM MeXaHM3M aBTOOOHapyXeHua yctpomncts: SNMP
v1,2,3, CLI, uHTerpauunsa c cuctemamm ynpasaeHus, cbop nepBrUYHOM
MHPOPMALMM OT CUCTEM MHBEHTapMU3aLUKN U Np..

e OrpaHun4yeHue NyTEM UCMoAb30BaHUA TMOKOM cucTteMbl PUNLTPOB (€ANHUYHbBIN <
0bbeKT, noacetu, Tunbl yctponcts, OID, Knacc ycTpomncTs, MMEHOBaAHME U Np..) G

* MoaaepsKMBaeTCA MHOTONOTOYHOCTb NPOLLEcca R

* [lopgaeprknBaetcs obbegnHeHUe AaHHbIX OT PA3/INYHbIX NCTOYHUKOB B O4HOM
Mmoaenu

* [logaeprkmBaeTca NOCT-NPOLECCUHT

«HE HABPEAWU!»

e Access Control, Authentication, DLP, IDS/IPS cuctembl
* |P/MPLS ceTu, TpaHCNOPTHbIE ceTn, pagmo-, ATM u np..

ata collection modle e * SAN cetn n nx komnoHeHTbl (CX, FC-KommyTaTopbl, cepsepa)
NMS devises
* lMpunoxkenuna, CYB n np..
Data collector 1 NMS 1 ° )K 6 v 6 v
YPHanbl cobbITMM cepBEPOB U PAbOUMX CTAHLUN
Data colector 2 * MeXceTeBble 3KpaHbl
_ * MepudunpumnHoe O60pYAOBaHME (NMpuHTEpPbLI, CKaHepbI 1 Np..)
NS N * CKaHepbl yA3BMMOCTEM
e * CucTeMbl MHBEHTapMU3aLMKM 1 asset-management
e Cuctembl web dunbsTpaumm

e TexHonornyeckoe ob6opyaoBaHMe N CUCTEMbI YIPaBAEHUS
* Mpoyee ntoboe obopyaoBaHUe, AOCTYNHOE MO LNDPOBbLIM
NPOTOKOMaM



MOHUTOPUHT 1 COOP AaHHbIX

Cucrtema pabortaet B ABYX peXKMmax:

- AKTMBHbIN ONpoC

- Cbop n aHanu3 “cbipbix” cobbITUI

HEKOTOPBIE NOAAEPHUBAEMBDIE NMPOTOKO/1bI

CORBA

DB Link

FTP
HTTP-HTTPS
LOG

OPC

SMB
Modbus
*Flow

TS 32.435

{j NHNTWN

SNMP

TELNET

TMF

Vendor API (Java, Perl, ...)
WebServices

WM

XML

Netbus

TS 32.432

U mHoroe agpyroe...

BeaeHne n HakonneHue
CTaTUCTUKM MO 3arpysKe
KOMMOHEHT rpadmk
NoKasaTtens
06bEKTOB KOHTPO/IA

~
w -+ Do6asutb ocb

T T T T T T T T T I T
N2:00 14:00 16:00 18:00 20:00 22:00 ’ 02:00 04:00 06:00 08:00 10:00 ® @ RX NUcast nakeTbl [lecATHYHbIE ...
00:00 22 Okr. 2021

!i Il Monb3oBaTenbckun v |€ 210kt.11:36 =| 220kr.11:36 IV Nerenpa

,quiITM‘IHbIe NPUCTaBKH
® RX NUcast nakeTbl
® «» CISCO-Sw-26

(3 GigabitEthernet1

40.6 K4 43.5 K4 659 A
i RX Multicast nakeTbl €CATUYHDIE ...
32.5 k4 36-3 X{527.2 - \J\’_\ © A
29 K- @necmuqnble NnpUcTaBKU
24.3 KA 395.4 @ RX Multicast nakeTbi
21.7 K- @ JC  INITI-Zyxel-Switch
16.2 KA 263.6 A
14.5 K- £ swp0o
8.1 K7 5 3 ] 131.8 1 RX Unicast, nakeTbi/0... [ecATuYHbIE ...
. @ RXNUcast naketbl
i | RX Multicast nakeTbl 09:11:52 434K [T i
. " o . )RX Unicast, nakeTbil/onpoc

T

T T T T
‘ 07:00 08:00 a 09:13:10 10:00 11:00
06:00 22 Okr. 2021 22 OkT. 2021

@ ¢ INITI-Zyxel-Switch
(3 swpoo

RX NUcast nakeTbl 40.6 K 40.6 K 40.6 K
RX Multicast nakeTbl 431K 43.5K 43.4K
RX Unicast, naketbli/onpoc 151 659 522




VIHTennekTyanbHbIM aHaAU3 AaHHbIX, BbIABAEHMWE
aHOMaNun

fl HacTpoiiku HTenneKkTyanLHoOro NPOrHo3MpoBaHuUA

fl Mpadmk outUtilization mogenm sc KECTKMe noporu BE_OX
Cpa6aTb|BaHMﬂ Nerexga

HacTpoiiku

KOMMNOHEeHTbI ‘ ATpN6YTHI Moporu

O Xl mxe

MpepackasaHHbIe AaHHbIe

PBoXy=«v

PeasbHble AaHHbIe

ATpUBYTHI || Yrunusauns CPU (cpeatee B %) Prediction Asapws

Mcnonb3oBaHue AUCKoB YT1unusaumsa namatu (cpegHee B %) Prediction

MoBpexaeHne

WHTepdelickl

[ ) BHumatuve

OO OO

MpegynpexpexHve
HaCTpOﬁ Ka aHa/113a CoxpaHuTb noporu

JaHHbIX aTpnbyTos = _OX
yCTp OWNCTB Nerexpa
O Xz mxod

Kopuaop AonyCTUMbIX 3Haue...

OXl s OUHAMWYECKUI nopor

MpepckasaHHble AaHHbIe

PBoXuymv.r

CnporHo3smnpoBaHHoOe
3Ha4vYeHue

AHOManNuA

3HaueHune

PeasibHble AaHHble ' mst
o X i m MapameTtp TX 3arpyska (%) (MHTepdeicbl. 1) UMeeT aHOMasIbHbIA XapakTtep
- core.initi

AHomanuu (BbIGpOChH!)

192.168.2.213

() Buumanme

2017-11-22 12:48:26
2017-11-22 12:48:26

il i iy I
w ‘\'

e AT
'h“" mmm ‘||'l|.!|||vl'l"lml"mlt‘l‘vmH “ “ '””M 0000000 624521

TeKyllaa CTaTUCTUKA NO

ll
|

BbiasBneHO aHOManbHoOe
08:53:20 10:16:40 ERPT .Y Lo oo 3HaA4YeHWe NoKa3saTtend

ATOUGVT MNMokasarb
pnbyty 1 atpubyta
CnporHosnposaHHoe mst,mm,snmp_l0,192.168.2.213
3HayeHue \>@unixHost

0

N @

s

NHNTWY




NHTennekTyanbHbIM Nnonuck nepsonpuunHbl c6osa (RCA)

- ABTOMaTMuecKana Koppenauuma (Ha OCHOBe BCTPOEHHbIX MaTeMaTUYECKUX MeTo0B)
- B0O3MOKHOCTb CO34aHNA COBCTBEHHbIX NPaBUA KOPPenaLnm.

/
172.17.168.82
55209-
MAS616-1

[

172.17.121.50

EX4200-

IASTK552-

SPB
172.17.168.99
55202-
MAS616-1

BbiABneHue cepBuncos,
3aTPOHYTbIX aBapuen

NHNTWK

172.17.168.101
55202-
MA5616-3

MepBonpuymnHa cbos Ha
TOMO/IOTMYECKOM KapTe

BpemeHHaa anarpamma

aBapumu

A YetpoiicTBo 55202-MA5616-1 HepocTynHO
OcHoBHas WHGopMauma

Ums: 55202-MA5616-
IP:  17217168.99

BpeMeHHasn avarpamma

55202-MA5616-1

|/

}= AtpubyTbl 55202-MA5616-1

v a 55202-MA5616-1 [B]
P (@) ICMP cayw6a [1]
P () SNMP cayxa [1]
> @ WuTepdeiics [519]
> @ MpoTokonbl oGHapyx#eHus [1]
v @ Cepeuchl [203]

@ MopTol xDSL (03_0): MpsiMoit nposoa

(@) Moprui xDSL (83.1): VoIP

@ MopTsi xDSL (03_1): MpsMoii nposoa

(@) Moprer xDSL (03.11): VoIP

@ MopTbl xDSL (03_11): focTyn K ceTv nepeaaun AaHHbIX
@ MopTsi xDSL (03_11): MpsiMoit npoBog

(@] Moprer xDSL (83.12): VolP

@ MopTbi xDSL (03_12): Mpsimoit npoBoa

(@] Moprel xDSL (03.13): Vol

-l B T, - v

HasBaHue

Tun cepsuca

ID Tvna cepBuca
Tun nopta

Ne nopTa

ID noptra B TY
Kon-so ¢us.nuu
ms

ID nocneaHet Muau
Kon-go op.any
|A'rpu6y1' CBSIZHOCTH
Ne gorosopa
|0r|epa'ruaub|ﬁ cTaTyc
AAMUHWCTPaTUBHbIN
| FSM Tekywee

Bpems akTuBauunu

3HayeHue
VolP

353
MopTsl xDSL

038

310189205

1

Moptbi xDSL (03_0):

He 3apaHo

C) HauvanbHoe
D HavanbHoe
C) HauanbHoe

18/09/2020 18:11:00

X —0X
MocneaHee o6HoBAEH

8uy23M34c

8u23mM34c
8u23M34ec
8u23M34c
8u23M34c
8u23M34c
8u23M34c
8u23M34c
8u23M34c
8u23M34ec
8u23M34c

/

Y¥CTpoicTB0 '55202-MAS616-1' HEAOCTYNHO

3aronoBok: Ycerporicteo '55202-MAS616-1' HegocTynHo
NpuuuHa: YCTPOMCTBO HeJOCTYNHO MO NMPOTOKOY, onpefensiolLel

NHBEeHTapHble AaHHble
No aBapumMHomy
YCTPOMNCTBY

5a17u23 M50 ¢
5a17u23 M50 ¢

5a17u23mM50¢
5a17u23mM50¢

CobbiTnA, nopogmeLime
cbon (Ha ocHoBe npaBun

Koppenauum)

T T T T T
=00 18:00 21:00 l 03:00 06:00

T
05:00

00:00 23 CeH. 2020

Texyuer
Appec: CaHkT-MeTepbypr, 2-it MypuHcKuiA
HaceneHHbI# Cankr-leTepbypr
PaiioH:
Ynuua: 2-i MypuHckuia
Jom: 49
Kopn:

Peakuus

MpuHsaTo B da

KoMmMeHTapwuii

Ananuz

Kon-Bo 2

3aTpoHyThIE MokasaTb

MNepsonpryyHb!

T T T T T T T
15:00 18:00 21:00 I 03:00 06:00 05:00 0 15:01

00:00 24 CeHn. 2020

ID: 345385389

Nms: 55202-MA5616-1

DyHKUUSA: MSAN; JloMoBoi4; Yzen aoctyna(yY)
PervoH: spb

Ponb: DSLAM

Yzen:

OTBEeTCTBEHHbIN

Tuker:
[aHHbIe no
Yenyru .
ua. 3aBedeHHOMY TUKETY
H0p.

Ycnyru, 3aTpoHyTble
aBapuemn




PaboTta ¢ «cblipbiMun» cobbiTnamu (Trap, syslog, etc..)

BO3MOXXHOCTb CO34aHMA cOOCTBEHHbIX NpaBua 06paboTkKn 1 Koppenaumu.

=< MeHemkep co6bITHiA

Cneymann3npoBaHHbIN
BUAXKET 06paboTKu

Cosparbly... 3fatb/y... CBsi3ath T...

3apgartb Wwa...

OTBA3aThH ...

CsA3atb TUN anapm...

Cospatb/yaanutb T Cospatb/yaanutb T... 3agarb Lwab

Twvn cobbiTnA

v Wa6noHcoe C CO6b|TV|l\;1 Hby  TUN coxpaHe Tvn
etWaterThres | %owatchType? | O [ [threshold
etWaterThres | %watchType? | O \ / Set(String) [ | Set(String) [ | threshold Tun anapma
etWarmsStart |etWarmStart | O / Set(String) [ | Set(String) [ | snmp La6noH coobLueHus HU Ma H
etUserReportl | Monb3osaten | O / Set(String) [ | Set(String) [ | authorization CO3'ﬂ'a e aflap d Ha
etUserReportl | Monb3osaten | O \ / Set(String) [ | Set(String) [ | authorization 6a3e CO6b|TV|l\;1
etUserReport! | Monb3osaten | O \ / Set(String) [ | Set(String) [ | authorization modelAddr,modelName,mode(Type
etUserRemov | Monb3sosaten | O \/ Set(String) [ | Set(String) [ | authorization HeMeHHble
etUserQuit Monb3osaren: | O \ Set(String) [ | Set(String) [ | authorization
etUserMWatc | Monb3osareni | O Set(String) [ | Set(String) [ | authorization | Cosgatb/yganutb T... CosaaTtb/yaanintb T... CBA3aTh TN aslapM...  3afaThb WA6GMAOHbI TU... CBA3aTh TUM 04U
etUserMWatc | Monb3sosaten | O Set(String) [ | Set(String) [ | authorization / (paHeHns!
etUserMWatc | Monb3sosaren| O Set(Strlng)[ Set(String) [ | authorization/ Tvn
= orl_inkDe | Nanw20aTten] () inn) [

SOp— Jlornka ob6paboTkn

cobbiTnA LLiaGrot id

Set(String, Set(String, Set(String, atWaterTh

Tun v Wa6now MMpuunHe LWa6bnow, Cuctems Tunbl cot (

u%model/ @
@

atUnreach Yctpoiicte Heso3mox modelUnre @

atWaterTh %watchTy

Set(String, Set(String, Set(String atUnreach

fl NpocmoTp fetaneit asapum LLa6n0oH 3aronoBka

nma 3HayeHune

@ JAomeH
o/ @ 1 3aronosok

[_ ms ycTpoiicTea

spb
<28>Apr 7 10:18:23 ACX2100-1CSG7869-KRLV rpd[2305]: %%DAEMON-4-RPD_
ACX2100-1CSG7869-KRLV

Tunbl anapmos

MpuuuHa

o @ [y IP-anpec 89.184.245.30
o) ] KpuTuurocts @ Hopma
L L L = Bpe a 2019-04-07 10:18:22
atPresenc | Habntoger | Ha MomeH | upPres%n 2/ (e UsmMeHeHWe 2019-04-07 10:18:22 Tb
DY PR L P B0 ccmcaman — Al N o L'K“
CTb 00 aHeii 01:58:51.955787 B Cnvcok Tun [OCTYMHbIE NEpEMEHHbIE
pabory @ OID
O6pabotkKa Syslog
ycTpoticTs 0 1,3,6,1,6,3,1,1,5
hursnyeckmx nnL, 0 1.36.1.6.31.1.59 o LD vpe voe naexeavap Kevivpe . vpe . Ol0 value rype .. 2
3aTPOHYTO topUanHEcKX Ny 0 TN TR : " T ——— wpn T
KONMYECTBO 3aTPOHYTHIX CEPBUCOB 0 1,3,6,1,6,3,1,1,5,3 etLinkDown {_type {"_type":"IndexedMap", keyType {_type 0Oid"},"_valueType"... |false
MpuuntHa 1L G LG e AL 5,2 etWarmsStart {"_type":{"_type":"IndexedMap","_keyType":{"_type":"Oid"},"_valueType"... false
06pa60ﬂ(a Syslog Astansain . 1,3,6,1,4,1,100000,1,1,1,3,... 'etAll2SN " -
INYECTB!
A,qpec B cUcTeme spb.mm.snmp_spb.89.184.245.30 1,3,6,1,4,1,100000,1,1,1,3,... etAll2SN 202 Lbh=
........... AR s 1,3,6,1,4,1,2011,6,0 etHuaweiTrap {"_type":{"_type": "IndexedMap" 3 keyType" {"_type" "Old"} "_valueType"... |false
"{"_type":"Oid"},"_valueType"... |false
———————— - bype0id) valusType. fase
etLinkDown {"_type":{"_type":"IndexedMap","_keyType":{"_type":"Oid"},"_valueType"... false

|1361419118620
1361 etWarmStart

etColdStart

{"_type":{"_type":"IndexedMap","_keyType":{"_type":"Oid"},"_valueType"...
{"_type":{"_type":"IndexedMap","_keyType":{"_type":"Oid"},"_valueType"...

ObpaboTtka SNMP Tpanos




KOHCTPYKTOP OTYETOB, MOACUCTEMA OTYETHOCTW

Cuctema nmeet rmbKkunit rpadpuruecKkmnii KOHCTPYKTOP oT4éTtoB. Jawbopa = OTUET.

HacTpoiKa BM3yanbHbIX Mpumepbl NeyaTHbIX Gpopm
HacTtpoiKa obnactu npeacTaBiaeHnmn OTYETOB

|
? e X —0X

o CocTosiHME CUCTEMbI

AaHHbIX (dataset)

HuBeHTapHBII COCTaB

Q Monb30oBaTeNbCKUE HACTPOMKU MNanens HacTpoiku
0 HacTtpoitku okHa
) 2 Mopenu % KoMnoHeHTbl ¥ Csssm no npot ¥ Caas) DOB L
0 HacTpoiKu MCTOYHUKOB AaHHbIX
-~ 3nemeHThbl
Ha CTPOUKH 0 PenakTop nonb30BaTeNbCKUX HACTPOEK alela alela alela alela FOSHLMOH WDOBAHA
B3aMMOencTBmA L Hacrpoiiky cobuiTit (] & & & Fpadmkm
Hactpoiiku drag and drop PieChart_ PieChart_ PieChart_ PieChart_
mMmeKay obnactamm o h 3 e o |
Q HacTpoiku npunoxeHus Spa Spa Spa LiveChart
aHHbIX Tabl Spa Tabl Tabl Tabl
A ¥ Anropumme e 2 cer. eS5 - e8 - eld - PN -
% 4 % 7 % 20 % (™ ChartMiniMap
| 2 0 Mpachuyeckme 3neMeHTsI
p LabelStrir LabelStrir LabelStrir LabelStrir < Pie Chart
'V, LF Hacrpoiika pacrionoxcenvs g 12 g 13 g18 g2 - o ABapuu 110 KpUTHYHOCTH 3a JI€Hb
v Grid_1
o ﬁ rid 2 Chart
H a CTpO M Ka Ma KeTa ’ Q FullSize_Z_display OTueT 1o ycTpoiicTBy(aMm) 3a neproxa ¢ 2017-11-05 17:40:14 mo 2017-11-06 17:40:14

. Bar Chart

30

nawboppa / otuéra > ¥ Fullize 3 display & Tabnuubl xpaH ¥ Ton 3arpy»keHHbIX 06paboTYMKOB Moaenel i
| 2 Q FullSize_4_display _ 26
Mo konuyecTBy cobbiTii Mo KonuyecTy uameHenuid Mo o6iemy Bpemenn Mo cpepHemy w Sandwich Bar Cha.. s 17 _

4 O FullSize_S_display
4 Q FullSize_7_display =l HeatMap \\\\\\\\-\\“\ & &@\s\“

> L} FullSize I display €9  RadarChart
| 2 G HacTpoitkv nevatu | I I I

Legend fo6 w

Histogram_10

Tabl ComplexSerial 36.86 —
able 25 3237 32.93

IMpocTble 31EMEHTHI

A
HacTpouka 2710
neyaTHon Gopmbl Apyroe
3 & < o (\o‘ 3 5 < & 2 =
MpuBA3Ka obnactn & & E ¢
3kcnopTrpoBaTe  CoXpaHUTL Kak CoxpaHuTb OTMeHUTB MpuMernTL & & K & ¥ & & >
AAHHbIX K MaKeTy & T &S
. VerpoiicTBo H“‘:; . Alias Tun naTep@eiical CROP(;CIL I/Icuon:;y;a)mcu
HHTep@enca HHTep@enca o
fawbopaa / otuéTa — e
Lt Tel/1 1:TenGigE0/0/02 10000000000  [47.77
e 65
Bo3mMOXXHOCTb HacnegoBaHUA T
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CBoAHble galbopabl - OTYETHOCTb

Mpumepbl cneyruannsMpoBaHHbIX NpeacTaBaeHun (gawbopaos)

Pa3snmnyHoro Bmnaa

NCTOPUYECKME OTYETDI
Ton 20 3arpy»XeHHbIx NopToB HaumHas ¢ 16-09-2020 11:55 no 17-09-2025%%SS ‘

[0 Ton NuHTepdeiicos no yTunusauum

-- I E—

Liger $ WmMayctpoiicTea ¢ Onucanue $ Wmanopta & Anmacnopra % Yrtunuzaums RX $ Yrunmzauusa TX + Makc.ytunuzauua ¢ Cpep, ytunusaums + Ckopoctbnopta + Cpep.Bx.y
lab-2- Cisco 0S Software, C3560 Software (C3560- 6i0/46 rack 22, cat 4549 140 16 0.63
lab-7.tac.nvg.ru Cisco |0S Software, C3550 Software (C3550- Fa0/1 i ### TO MAIN 3256 012 100M 0.04
lab-7tac.nvy Cisco 10S Software, C3550 Software (C3550- Fa0/47 e 3240 0.07 100M 0.07
lab-2- Cisco 0S Software, C3560 Software (C3560- 6i0/46 rack 22, cat 2837 133 16 0.60
lab-29.tacnvgru.  Cisco I0S Software, C3550 Software (C3550- Fa0/1 i ### TO MAIN 2707 015 100M 012
lab-29.tacnvgru.  Cisco I0S Software, C3550 Software (C3550- Fa0/6 Spark T5-2 26.89 010 100M 0.03
lab-2- Cisco |0S Software, C3560 Software (C3560- 6io/50 :i: to office MSK- 2514 0.35 16 0.25
lab-2- Cisco 0S Software, C3560 Software (C3560- 6io/50 :i: to office MSK- 19.28 0.38 16 027
Initi-01 Linux Initi-01310.0-1062.e17.x86_64 #1 SMP Wed Aug 7 lo 18.74 522 261
lab-2- Cisco 0S Software, C3560 Software (C3560- 6io/35 :i: lab-29 151 015 0.04
lab-2- Cisco 0S Software, C3560 Software (C3560- Gi0/44 :i: lab-1 14.78 0.04 0.00
lab-2- Cisco |0S Software, C3560 Software (C3560- 6io/35 :i: lab-29 1283 015 0.03
lab-2- Cisco 10S Software, C3560 Software (C3560- Gi0/34 :i: bladecatalyst1 1236 013 0.05
lab-1tac.nvg.ru. Cisco 0S Software, C2960 Software (C2960-LANBASEKI-  Gi6/1 :i: #3## TO MAIN 10.52 0.04 0.04
lab-1.tac.nvgru. Cisco 10S Software, C2960 Software (C2960-LANBASEKS-  Gi0/24 EMC 10.49 0.03 0.00
lab-2- Cisco 0S Software, C3560 Software (C3560- 6io/43 :i: lab-7 10.23 010 0.05
lab-4tac.nvg.ru. Cisco 10S Software, 3550 Software (C3550- Fad/

i ### TOMAIN 86l 007 0.04
lab-4 kac.nvoru Cisco 10S Software. C3550 Software (£3550- Faf/3
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Cneumanm3npoBaHHbIe
Aawbopabl ANA pPa3NNYHbIX
TMNoB obopyaoBaHUA

PasnunyHblie TOP-N
OTYETbI U gawbopabl

=
Ly NHNTWY

ABapuu no 'LLC Initi monitoring : master’

®unbTp No aBapuam

@ E actual == true (X ]

WcTopusa aBapuin
BHumMaHue: 10361
7 Noepexpexue: 5124
Hetanuzauua M Agapms: 2

M Hepoctynen: 182489
[Awnarpamma | Cnucok - 02CeH. - 03 Cen. 2020

CueTunk aBava Knacca'y¥Tuansauna pecypcoe ycrpoﬁcrsa‘

10.0.0.21 YCTpoWNCTBO NEperpyxXeHo, BO3MoxXH cBon B paboTe. Knacc asapun: ¥ TWAWZayWs pecypcos

192.168.57.15

(@i Coctosnme Mopeny IShagova2

IP: 192.168.167.194 Wma atpubyta ¢ 3navenme  + Mamenenne 3 Wctopus
CPU 700 ®o.00

TunyctpoiicTBa: @server

RAM ®ooo

Ponb: windowsHost HDD ! v 696

Ums: IShagova2 I ®ooo

Hardware: Intel64 Family 6 Model 45 Stepping 2 AT/AT COMPATIBLE - Software:

WILETD Windows Version 6.3 (Build 14393 Multiorocessor Free)

ABapuu ®darinoBas cuctema
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[MpuBA3Ka AaHHbIX K

R TalimnanHy (npumep -
AJINTENIbHOCTb aBapui Ha

TanmnamHe)

Oexs 'Hemens Mecsy fexs 'Hemena Mecsy

Mpoueccop

CeH. 15 Cen 6 Cen. 7 Cen 18 (

9.03% 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 42.96%

ur
Cp
Br
M4
. " Bc
Cc6
[ens [Hepena Mecsy mr o

CeTb Ton S uHTepdpelicos

fexs 'Hemens Mecsy

WMa & OnepatueHbiiictatyc ¢ Cpegtee RX$ Cpepmee TX$
tunnel 3 @D UP 0.05 0.05 y
en

13 Cen. 4 Cen. 15 Cen. 6 Cen 7 Cen 18 (¢

1
0 11 Cen. 2020 —
0.00% 0123456 7 8 9 101 1213 14 15 16 17 18 19 20 21 22 23 loopback | @ UP e Eos
gT ethernet_ Ocrcytereyer  0.00 0.00
P

Br tunnel 3¢ Octcytcteyer  0.00 0.00

[P tunnel 3¢ DOWN 0.00 0.00
Oexs 'Hemens Mecay




MHTterpayna ¢ BHewHMM OSS/BSS cncremamn

@ B actual == true

o BpeMsi Hauana ¢ | IMs KoMNoHeHTa 3aronoBok I'IpMHsma OTBETCTBEHHbINA Kon-Bo 3aTpoHyTbIX $ | TUKeT v | KpuTnuHocTb
YcTponucrso
RL/09/2020 10.173.201 Yetpoierso 10.173.20.1' HegocTynHo ABP_Cono-15861360 HepoctyneH
23/09/2020 B81365768K0001-MES3324F-1
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Pe3ynbtathl Discovery — HanoaHeHne n cnHxpoHmn3auma ¢ CMDB

}= ATpubyTbl W2K8
KapTo4yKa ceTeBoro

obopyaoBaHuA B

= ATpunbyThbI

}= ATpmbyTbl corel.sz.rt.su @ X = 0O X
._o - c1CTEME MOHUTOPMHTa - o [ 2 @ ®dusnyeckue npoueccopsbl
i See dind i v @ MO YnpaBneHus baszaMu gaHHbIX
> @ MnaTbi WHeeHTapHbIM HOMep String He o6HoBnancs @ Mi fSOLS 2012
ICrosol erver
= Bpems a 26/11/2019 11:54:50 Time 4p2425m50¢ v @ e T G
| 2 @ MpoTokonb o6HapyxeHus ! MCTPATUBHBIA C) HauanbHoe Integer He o6Hoensancs @ MASTER
> BenTunaropni Appecs TY Tepsermun, Hapoaras  String 1a7m @ MODEL
= ATpnbyTbl W2K8
2 ICMP cnyx6a HacenerHbii nykHT B Tepeernun String 1a7m ,_='rpu yTH @ MSDB E
ATpubyThbl
> @ I/lr-rrepcpeﬁcm Kopnycs TY String 1a7m > @ Du3M4ecKne NpoLLeccopbl Anm @ TEMPDB
2 @ nop'rbl Parions TY JloneiHornoibekui String 187m 3 @ M0 YnpaBneHus bazaMu faHHbIX Doc @ TESTDB
4 Broku nuTaHms Dymrumas TY IP-DSLAM; Vien String 1a7m P (@ Ssemnnspel Gas panix e v @ Jucku
4 @ Cencopbl . > (@) Ancin Mpu
Pe Doms TY 21 String 1a7m S T —— - '@ \\\PHYSICALDRIVE®
v CnoTbi D TY 79389615 Integer 1a7m [ 3 @ WHTepdeiicbl Lnu } ®dainoBble cUCTEMbI
> Port Container 1/1 Mogernn s TY IskraTel UTAG044DD String v [ 2 @ OnepauuoHHas cuctema - Windows Moz ) @ WnTepdeticel
o > n
BT I Wmas TY 6437-1-UTAB044DD-  String 1a7m B oo M v @ OnepauvoHHas cuctema - Windows
} Fan Tray Bay | 2 @ Windows. CepBuCbI onepaLyoHHON CUCTEMBI Ve
Pervons TY spb String 1a7m > WMI cnyx6a oen | 2 @ Microsoft Windows Server 2008 R2 Enterprise IC:\Windows|\Device\HarddiskO\Partiti
M8 Container of Power Supply B
d oniainer of FOWEr SUpply =8 Porwe TY DSLAM String 1a7m Mpo | 2 @ Mpouecchl
P 88| Power Supply Bay 1
> PRy Yrmuas TY HapoaHas String 1a7m uuic p @ Windows. CepBucbI onepaLmoHHON CUCTEMbI
0 Power Supply Bay 2 -
N Yiens TY Nermmrpasckas String 1a7m Mon b (%) WMI cnyx6a
Slot 1 3aw
3arpyska LINY % 0.0 Float KapTo4yKa cepBepHOro
3aH
8 Clock Module 060 OBaHMA B
> E— 3arpyskaHakormrens 0.0 Float PYA Bpe
) 3arpyaka 03Y % 0.0 Float cnmcreme MOHUTOPUHTA He MoHuTOpUTCS false Boolean He o6HoBnsiNCA
Port Container 2/2
06beM namatu, b 0 Integer He o6HoBnsiNCA
06beM gucka, b 0 Integer He o6HoBRsANCA
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PesynbTatbl Discovery - CMDB

v RTK Russia monitoring : spb [9] CBA3HOCTH
& ¥ (&) AG/CAG

b (&) MMT\210
Asapym v @ Net 10.x.x.x [26]

D (&) 210\MMT

NN

@ UnTepdeitcbl nuHKa

SPBR-SSW14 :: xe-0/1/0 | SPBR-ASTK2 :: xe-0/0/2

= s e

SPBR-ASTK2

wun TX Multicast nokeTs 9472359 Integer bb ¢
TX Multicast, nokeTs1/onpoc 1000 Integer bb c
TX Multicast, nakesi/c 110 Float bbc
TX Broadcast naxers 35886563 Integer 4he B (<4
c TX Broadcast, noketsi/onpoc 3778 Integer bbe SPBR-ASW16
TX Broadcast, nakeTsi/c 4192 Float bbc
on RX Multicast naxkeTs 100264417 Integer bhc
| RX Multicast, noxeTs1/onpoc 10600 Integer bbc
RX Multicast, nakeTsi/c 11.763 Float bbc
RX Broadcast nakeTs! 5242 Integer b4 ¢ rp dHUWYHbIE UHTE p¢e VI Cbl
RX Broadcast, naketsi/onpoc 1 Integer bbc
RX Broadcast, nakeTbi/c 0.001 Float bbc
CropocTb uHTepdeiica 10000000000 Integer 11m53¢c
TX ytunmsaums (6ut/onpoc) 66847000 Integer Im53¢

(

<&
’ NHNTWM

D (&) Net10174.xx [5]
P (&) Net10175xx [4]
D & Net18176.xx [3]
P (&) Net10.178xx [1]

=

O] | |+

HasBaHue:
WmMs Tvna ces...
Bpems co3pa...
Mpotokon 06...
CocTosiHue:

3arpyska, %:

Owubkm,1/c:

MX480-1AGMMT-
SPB

networkLink
12/11/201913:39:59
LLDP

g Hopma

0.0

0.0

SPRR-ASWR

Ums:
Onucanue:
CocTosiHue:

WHpekc uHTe...

CKOpOCTb MHT...

BoicTpbIn gocTyn K
AAHHbIM O COCTOSIHUM
FPAHNYHbIX MHTEPPENCOoB

SPBR-ASTK3

xe-2/3/1
xe-2/3/1
g Hopma

611

(=4

%O-SPB

10Gbit/s




MHTerpauma c sHewHMM OSS/BSS cnctemamm — npumep

UHUTU CONNI0 umeet NnpoaAyKTUBHDbIU aganTtep K peweHunam SD u TY

- - - — - - —
lepeBo 00L DE : =i a 00L DB : =

00 eno C DOOEenC
JUUU D10BHOM
Neno - ye - BAS Mouck

DOAeNn0 Bap 0€
DOAeN0 B 0 ,ﬂ,aHHble n3 Ty
poaeno 'E 40 O6bEeKT B cucTEME Mo kNKnKy 0630p
WU1-001 (& MOHUTOPUHTIA anM6yTOB obbeKTa
JU1-UU .
UU1-0UU .
DH1Y DA . T > 5
: e .': . ' l l
A st ATOMOVTE pgia scree "]
= g
A RR30 KapTuHka ansa kaprbl ™|
Moporu O lad
A RA05 = p Haénioperua (- ] lnd
Wma: Media screen A43/65197-2 KoppsenATobu . -
A Db 390 . MporHoas! @ o
OI'IHC&HMe. Yrunusauua CPU (cpegHee B %) 31 Q o
A B Q U 1 . 3agepxka (Mc) 0 Q ® d
O WaexTuduxarop 4f3d0e6631b8f8325ed34ce53ed75cfd4d9fa87675f455ac784b... wd
: - 0 3agepxka faHHbIX (Mc) -1 Q [ole P
N0 NO4 (8 MAC-agpec 0C:73:EB:C0:14:06 i
v YTunuzauua naMmatu (cpegHee B %) 44 Q O
() D05 3 MoTepA AaHHbIX (NakeTbl/c) 19.31551 Q Rl
MoTeps nakeTos 0 Q R
N01-006 (8 Mponyck kaapos (W) -1 Q oV g
MoepexaeHHbIi NoTok (W) 1 O R et
U100 . CepuiiHblii Homep H24BAAI208002547 ™~
Cepeep I
UU1-0U8 (& MaeHTudukaTop cepeepa i
A /0 Cocras cepeepa R d
001-009 (€ KapTouka obbekta B TY Konrpar % s
- 3acraska (- ] o
JU1-U10 (&8 0O RF ud
. . . TOSTR& 1817570 !
URL udp://@239.255.1.1:31337 L
UU1-0 3HaueHre VMOS (6annbl) 1 Q R d
Bepcus NO 0.2.8777 9fe75d9 R}
BaroH A43/65197 ™ |
’ Ha nuHum O
NHNTK Cocras 2001-003
HassaHue nuHuu TaraHcko-KpacHonpecHeHcKkana NMHua
Aeno 3nekrpoaeno 'BbIXMHO'



NHterpauua ¢ BHewHnMM OSS/BSS cnctemamm — npumep

UHUTU CONNI0 umeet NnpoaAyKTUBHDbIU aganTtep K peweHunam SD u TY

MepauasakpaH

UHdopmauun 06 o6opyaosaHum

v OcHoBHas uHpopmauums

Pepakruposarb

[ara MmoHTaxa:
WHBEHTapHbI HOMEep:
CepuitHbii HOMmep:
IP-agpec:
MAC-agpec:
[waroxans akpaHa:
Baron:

Moanumn B BaroHe:
Craryc:
Monb3osarenw:

+~ MocraBka

Pepakruposarb

(0’ NHNTK

s

VH24BAAI222003634
10.90.29.53
0C:73:EB:C0:1E:B5
21,5

A44/66016

1

@ YcravosneHo

v KoHcurypauus

Pepaxkrmposartb

Bepcusn MNO:

CocCTosiHMe B MOHUTOPUHIe:

v OUHAHCHI

Pepakrmposarb

CroumocTts 6e3 HAC, py6.:
HAC, py6.:
CroumocTs ¢ HAC, py6.:

| KapTouka obvekTa B TY

-

[laHHbIe OT cucTembl

MOHUTOPUHIA
0.2.8777 9fe75d9
‘Aocrynno.
..03
83
}.86
dPuHaHcoBanA
nHpopmauyms

Wrpux-koa:

&= MeyaTtb

E . E MeauaakpaH

- VH24BAAI222003634

+ Paunebl
+ [ob6asutb hann

QR kog no obvekTy (SN +
MHBEHTAPHbIN HOMEp +
MMeHOBaHMe)




MHTterpaumna ¢ BHewHUMK OSS/BSS cnctemamum — nprmep

UHUTU CONNI0 umeet NnpoaAyKTUBHDbIU aganTtep K peweHunam SD u TY

Kommentapuu  WUctopuna

v UcTtopus nameHeHun

[MokaablBaTb UCT OPUHD BIOXEHHbIX obbekToB

11 Coptuposka...

+| [arauvepems w MHuumarop
06.06.2018 08:13 system
06.06.2018 01:02 system
06.06.2018 00:05 advimport
05.06.2018 23:32 system
05.06.2018 11:45 advimport
05.06.2018 08:13 system
05.06.2018 05:32 system
05.06.2018 04:02 em

JlornpoBaHune nctopum
N3MEHEHNM No 0O6bEKTY

Y ®unbrpauus...

O6bekTbl yyeta PacnucaHua  ®uHaHcbl  [lorosopbl

3arpatbl BiopxetuposaHue
v Cnucok hakTU4ecKux sarpar

[BeibepuTe Bug) E COXpaHMTb Bua

+| [Harta w HaasaHue [Lorosop
26.03.2018 Yenyr no moHTaxy obopyanosanus N2886181
21.03.2018 3akynka 3anacHblX MeauaskpaHos Ne4484m

AxktusHoctu OprcTpyktypa Cnpasounuku  Hacr

11 Coptuposka...

[BoibepuTe Bua)

B OKcnopT cnucka

OnucaHue

Ob6bekT 'MeaunaskpaH' U3MEHEH:
IP-appec: "10.90.29.4' -> '10.90.29.53'.

Obbekr 'MeauaskpaH' U3MEHEeH:
CocrosHue 8 MoHUTOpUHre: 'HepocrynHo' -> 'l

ObbekT 'MeauaskpaH' U3MEHEH:
Bpemsi nocnegHero umnopra: '05.06.2018 11:4!

Obbvekr 'MeauaskpaH' U3MEHEH:
CocrosiHue 8 MoHUTOpUHre: 'foctynHo' -> 'Hep

Ob6bekT 'MeaunaskpaH' U3MEHEH:
Bpems nocnegHero umnopra: '04.06.2018 23:5

Obbekr 'MeaunaskpaH' U3MEHEH:
IP-appec: "10.90.29.11' -> '10.90.29.4'.

Obbvekr 'MeauaskpaH' U3MEHEeH:
CocrosiHue 8 MOHUTOpPUHre: 'HegocrynHo' -> 'l

O6bekr 'MeauaskpaH' U3MEHeH:

B Coxpanutb Bug

Q O6HOBNATL CNUCOK

Cepsep

MapameTtpbl 06bexTa

CeA3saHHble 06beKTbI

UHdopmauua o6opygosaHum

v~ OcHoBHas uHgopmauus

Pepaxtvposare

[ara moHTaxa:

Craryc:

Tun cepeepa:

« Hasan | Cepsep

15.03.2018
@ YcraHoBneHo

CepBep CUCTeM MOHUTOPUHIA U

AV AL IARALARA L8 ATA

v KoHdurypauus

Pepaxtnposarh
Mpoueccop: 12 core
O6bem onepatMeHoOi

: 25
namsaTu, 6:
MEs Ass wanvunern ranva PR 29N

MapameTpbl o6bexTa

YcranHosnenHoe NO

Cea3saHHble 06BbeKTbI

Mcnonbayembie nuueH3umn

[laHHbIE OT CUCTEMbI
MOHUTOPUHIA —
ycTaHoBneHHoe 10

Y ®unbrpaums... B 3kcnopt cnuc

[NpnBA3Ka KOHTPAKTOB Ha
nocTaBKy / NoaaepKKy v

np..

Biopxer Crartbs Glopkera Kareropus Cymma, py6.
Biopker Ha 2018 2. O6opynosaHue meauannardopmel, Brogxer Ha 2018 OnepauuoHHble 2000000
Biogker Ha 2018 2. O6opynosaHue meauannargopmel, Brogxer Ha 2018 KanuranoHbie 1800000

Bcero 06beKToB B CNUCKE: 2, CTPOK Ha CTPaHnLe:

20

Ncnonb3lyemblie

PasmelwieHue B cToMKe

NINLEH3UU

vww wew wvew
www wwe www
wwe wwe www

KommeHTapuu

ConyTcreylolue JOKYMEHTbI

KapTouyka obbekta B TY

LWTpux-koa:
= MNevatb

Uctopuna

;A

PacnosoXxeHue B CTOMNKe
/ ‘3TaKHOM nnaHe 1 np..

L




MoHutopuHr T obopyaoBaHua — cepaepa n OC

> \%/ ®daiinoBble cUCTEMbI

CepBepa, cuctembl BUpTYanmnsauum, nepudumpumHbie ycTpomcrTea

S
= RTPHOJTeI WoR MONITRD" Datastore W
& Arpubytui CEDBepHOG MON Asapuu
» B0 5) I VON - C o
W3nueckme npoLieccopel oobopyaoBaHume: Cnucok cobbITuit 0 7
-UPI < \
¥ | @/ 0 Ynpaenenus BazaMu gaHHbIX | g
KOMMOHEHTb!  NSBNSruS . N
@/ Microsoft SQL Server 2012 AreHTCKnU & &
CVK-STATFO OT06pa3VITb o :
v @ 3k3eMnnspbl 6a3bl faHHbIX DELO UD MOHWUTO p NUHT vtaZiniti 1x3vea
'@ | MASTER ECP1 PepakTupoBaHue [
) MoDEL ECP2 HacTpoiika exdlva \
@ Ms08 ECP3 KOMMOHEHTH! = |
@ TEMPDB EFZ-ANALIT- c’ c.,
@ TESTDB EFZ-APS-EP! WHcTpymeHTbl Windows AreHTa MepesanycTuTb KlO4EBbIE CEPBUCHI P , =
EFZ-APS-EP! 3anycTuTb K/OYEBbIE CEPBUCHI =
v (| Ouckn iy JlONONHUTENBHO Y P
@ \\\PHYSICALDRIVE® EFZ-AS-OBSP21 OcCTaHOBUTb KNiOYeBble CEPBUCHI

BupTyasnbHble ceTn

> @ UnTepdeiics
¥ | @ OnepauvoHHas cuctema - Windows
> @ Microsoft Windows Server 2008 R2 Enterprise
[ 3 @ Mpoueccsl
| 2 @ Windows. CepBUCbI OnepaLoHHO CUCTEMbI

4 WMI cny»x6a

Twun ycTpoiicTsa:
Ponb:

@server
unixHost
WUms: mon

Linux localhost.localdomain 3.10.0-957.10.1.e17.x86_64 #1 SMP Mon Mar 18
15:06:45 UTC 2019 xB86_64

Onucanue:

CocTosiHue

@

Mpoueccop

CrneuunanusmMpoBaHHble
Aawbopabl

| OnepatuBHas namaTh

23112019 23112019 24112019 2412019

<

—
ecTkumit amck

)

221oma 2211oma 2411 5ma 241 5ma

CPU

HDD

Network

RAM

2512019

6 7 8 9 10 1 12 13 14 15 16 17 18 19 20 21 22 23 |

25112019

o 1 2 3 4 5 6 7 8 9 10 n 12 13 14 15 16 17 18 19 20 21 2
nr | | |
P | | |
B |
"
flews | Hepenn | Mecay

0.00
-00

Moeo

MNooe

AndroidDev

iSCSIVNX[2]

. tecal-123
[ o

7/

SAN_I72

smarts-
console

[

3i

M_LAN_192

VI
&
@4
1

!

&

BupTyanbHbIN gaTaueHTp

mx.initiru

VIAVI_LAB_3

|—.\

2612019 2612019 2712019 2712019 28112019 28112019 2912018 29

2a112019 a9 2715ma 28 1oMmMa 2815MmQ 2a1o09 29

[lpnBA3Ka K NJ1aHam
NOMeLLEHNN

L

Test VM- Fat
3

-

v

WHxeHepHoe
oBopyrosanme [0]

CJ

o

Crovikal [6]

1
—

Croiika2[5]




MoHwuTopuHr T obopyaoBanuma — CX/ n SAN

NHBEeHTapm3ayma un
provisioning B
MYJIbTUBEHAOPHbIX

B LUNs EVA-6500-5 (7)

Cnuncok noporos

Nma

Co3zpatb HabnogeHve

v core:Attributes.titles.virtualdiskname v

msa xocTa

Homep LUN

EesE_0OX

cpenax

OnTuyeckme nHTepeiicsl

Ypanutb

ABTOMaTnyeckoe
NOCTPOEHME NNHKOBKM,

FC dabpuk

SAN Switch 1
10.0.2.21
Twun cBasu: fcinterfaces

OnTuyeckue nHTepdeicol

Croiikal (7)

@

SAN Switch 2
10.0.2.22

Ypanutb
7y

&8 Avckn EVA-6500-5 (248)

Cnucok noporos

Cosgatb HabnoaeHne

/Hosts/Itanium_VMS_Cluster/92 /Virtual Disks/AUD/Copy of $1$dga5820 | /Hosts/Itanium_VMS_Cluster 92
[Hosts/Itanium_VMS_Cluster/4 /Virtual Disks/SYSTEM/$1$dga5005_orz | /Hosts/Itanium_VMS_ Cluster 4
\Qﬂtanium_VMS_CIusterB /Virtual Disks/SYSTEM/$1$dga5000_vrr | /Hosts/Itanium_VMS_Cluster 3

| /Hosts/B4_890/92 /Virtual Disks/AUD/Copy of $1$dga5820 | /Hosts/B4_890 92
/Hosts/B4_890/91 /Virtual Disks/AUD/Copy of $1$dga5810 | /Hosts/B4_890 91
/Hosts/B4_890/4 /Virtual Disks/SYSTEM/$1$dga5005_orz | /Hosts/B4_890 4
/Hosts/B4_890/3 IVirtual Disks/SYSTEM/$1$dga5000_vrr | /Hosts/B4_890 3

Zes

-0OX

:éé ABapuu
Cnucok cobbITuin

ATpUbYTHI
OT06pasunTb
PepaktupoBaHue
HacTtpoiika

KOMMOHEHTBI

#l NMpocmotp pgetaneii (Mogcucre...

Ouck v Mopgensv Craryc v OnucaHue [AuckoBe~ WWID -+ [duckoBav Homep c Homep nv  core:Attrie ®opmatug CepuidHbik  Ucnonb3ay |—|.—|

Disk 248 HSV360 EVA-6500-!| 5001-E820. | SSD 2 10 sas 0 40358412 |0

Disk 247 HSV360 EVA-6500-!| 5001-E820. | SSD 3 5 sas 0

Disk 246 HSV360 EVA-6500-!| 5001-E820.| SSD 1 7 sas 0

Disk 245 | HSV360 EVA-6500-!| 5001-E820- | SSD 2 7 sas 0 MOHUTOPUHT KOMMOHEHT

Disk 244 HSV360 EVA-6500-!| 5001-E820. | SSD 2 9 sas 0 CX |£I|

Disk 243 HSV360 EVA-6500-!| 5001-E820. | SSD 2 3 sas 0

Disk 242 HSV360 EVA-6500-!| 5001-E820.| SSD 2 5 sas 0

Disk 241 HSV360 EVA-6500-!| 5001-E820- 0

Disk 240 |HSV360 S/ LB SPN B Moacuctema Hakonutens CXA1 (4)

Disk 239 HSV360 EVA-6500-!| 5001-E820,

Disk 238 | HSV360 RN EREy, Crvcoknoporos  Cosparh HabnioaeHue

D'Sk g"fz H§V§§9 EVA ??99' ?991'59?9 CepuiiHblii HO  Maccus v [fata v TMepucv [OPS v UYrteHne 3anuch Xut (¥ WUma
000290101870 SYMM 000290101870 Array 0] 24081.1 0.0 0.0 0.0 CepuiiHblii HoMep
000290101869 |SYMM 000290101869 Array 0 23076.1 | 0.0 0.0 0.0 Maccus
000290101868 |SYMM 000290101868 Array 0 22138.0 | 0.0 0.0 0.0 Oara
000290101867 |SYMM 000290101867 Array 0 23724.7 Mepuog

OTcnexunsaHue Mpachik e

cpenax

YTUAN3ALUUN KOMMOHEHT
B My/ibTUBEeHA0PHbIX SAN

IOPS

| CXA1: NMopcuctema H...

Lol
i,
v

IOPS: 24081.1

reamsosmren 0. [
O X

UteHwne (%)
3anuck (%)

Xut (%)
CkopocTtb (M6/c)
3arpyska
EmkocTb (I'6)
Mcnonb3oBaHo (M6)
Wcnonb3oBaHo (%)

Bak-EHA

OonTuyeckue uHTepgelicsl

®poHT-EHA,
Bnoku nutaHusa
KoHTponnepbl Hakonutenei

Mogcuctema HakonuTens

e 8 _0OX

= -0
3HaueHue

000290101870
SYMM 000290101870 Array

0
24081.1
0.0

0.0

0.0
876.1
45.4

0

0
0.0



MOHUTOPUHI NOAb30BaTENIbCKUX AENCTBUU

Setp

No. Command URL Value

1 newSession

2 implicithyWait

3 get http://10.25.6.40:8080
[RostelPoints/login. jsf

A1

LleTtannsauyuna
BbIMOJIHEHNA CKPMUIMTA

(amynupyrowwmx
NencTemin)

<&
’ NHNTWM

Message Description Time

ok

Message: POST [session/0cc266f6-3435-43cS.
2532-0c93§3c35001 /timeouts/implicit_wait did not match a
known command

Message: Reached error page:

about neterrore=praxyConnectFadured:
w=hitp3634//10.29.6.40%3AB080 /RostelPoints login jsfd
coUTF-884wregularfd=Firefox3620%00%BD%00%B0%D1
$:81%01%829%:01%80%D0%BE%D0%B5%D0%BD%20
2:00%:80%:00%:20%20%:00%:883:01%:81%00%:8F% D0
%BE%D0%BB%D1%8CkD0%E

Application

Srv3
10.0.2.3 e,
-"“‘-- o

/\ 7

eTannsauma BbINONHEHUA

Execution Information

~ STart Tise Moz Oct 02 23:02:37 @MTe0):28 2007

Tine Mea Oet 02 33:03:30 SMT+03:8¢ 2047
CKpUNTa (3MyNANpPYHOLLNX ah.mmias)  99:80:83
[v) [9) t oar as
nencTBUiA), BKIOYaS B i :
CHMMOK 3KpaHa e T »eii
~ Iveant Xandlesz CAFs e
b failed CAPs :

tans TeliTest
fratus FAILED

pplication Under Test (AUT) Information

faze teatln
tozfigesatice ceazlRMilccalizsat
lcazazas lzzalrnzaz

AUT Aegemancs

Execution Stack
MannuposaHue cbos Ha
cepBuCHYt0 mogenb UT

Cavigatian: ﬁ-l ] ltcm (ALT - Laft. ALY - Mg
B fulllest - T2 (nested erzez) - 0.22.00.640
8 ub_apgp activate - TC (nested erzos) - 0:00:00.640

Cepcha 8 agnivase ATT - CAF (fadled) - 2:00:8¢.38)
m" oa ~ Activata : ]
AQTivaTion MeTRO4 [STeingl W
Sxrer Detalls l
Type: Astise Taswos
Scresashot

=~ iu _em= - ea.me
Timeatasps Moa Oct 02 13403439 OMT+02430 3027

8 Default Event Hindler -~ Lvens Handler (ok) - $:00:80.297
B locatelliens « IC (mot tested

checiTableindCloseigy ~ TC (not tested



e
MoHuTtopuHr T obopyaoBaHMA — NPUIOXKEHNS

meE_0OX el _0OX

B Mpouecchl OracleSrv1 (6) @ Tectbl (vHmrun) Oracle DB (28)

Cnucok noporoB  Cosaatb HabnwgeHve

Cnucok noporoe  Cosaarth HabnwoaeHve

ID npoue  Uma v Mamate v Tamatb v CPU v T[lonb3oBa Bpems pv KomaHpgas Bpemsasar [yt v [NMapametg Tun v UpeHTudpr
(52034 |Oacle 8856 (000 [10.2 | |16302057 [uswbinora2004-t018] || | [ s e e s e i i W i
13718 nm-dispatc 14.78Gb  0.00 95.4 1630 20:56 Iusr/libxec 2014-10-19 7601 COMPLETED |[HM_RUN_7601 |0 DB Structure Int| 0 2017-02-20 17:(| 2017-02-20 17:(| 0 REACTIVE
gg?ﬁ h;tg]d i’ggggb ggg ggg 1238 282; ;“Ssz?';‘”;‘l ;gijigig 7581 COMPLETED |HM_RUN_7581 |0 DB Structure Int| 0 2017-02-20 17:([ 2017-02-20 17:¢[ 0 REACTIVE
python . . . :57 | lusr/bin/p -10- - -
252 systemd-joi| 10.10Gb _|0.00 987 1630 2057 | /ust/liblsyst | 2014-10-19 7561 COMPLETED |[HM_RUN_7561 |0 DB Structure Int| 0 2017-02-20 17:(| 2017-02-20 17:(|{0 REACTIVE
systemd | 15.25Gb 1630 20:57 | /usr/liblsyst| 2014-10-19 7541 COMPLETED |HM_RUN_7541 |0 DB Structure Int| 0 2017-02-20 16:£| 2017-02-20 16:£| 0 REACTIVE
@ NpocmoTp netaneii (Mpoueccs OracleSrvl) B[O /v padwk ae_0ox R COMPLETED |HM_RUN_7521 [0 DB Structure Int|0 2017-02-20 16:£ 2017-02-20 16:£[ 0 REACTIVE
V h : A . 7501 COMPLETED |[HM_RUN_7501 |0 DB Structure Int| 0 2017-02-20 16:£| 2017-02-20 16:£| 0 REACTIVE
viviA SHauenme Fean - : uv o ° 7481 COMPLETED |HM_RUN 7481 |0 DB Structure Int| 0 2017-02-20 16:£| 2017-02-20 16:£| 0 REACTIVE
ID npouecca 13718 7461 COMPLETED |HM_RUN_7461 |0 DB Structure Int|0 2017-02-20 16:£| 2017-02-20 16:£| 0 REACTIVE
L] IS 7441 COMPI ETED |HM RIIN 7441 [0 PR Strictire Intl 0 2017-02-20 18| 2017-02-20 1A | 0 REACTIVE
MamaTb 8.44Gb
Mamatb (%) 0.00
CPU 95.5 23 AtpubyTbl Be6-uHTEpdheiic AC ObecneyeHue
Monb3oBatesnb Onucaxme Y
Bpems pabotbl 1630 20:55:05.928518 BbIGOpbI: TWM yCTPOIACTBA wd
KomaHga Jusr/libexec/nm-dispatcher.action b Mnowazxa lad = o
Bpemst 3anycka 2014-10-19 16:55:03 % ikoHKa Urlcheck wd Asapuu ,ﬂ,eTan bHbIU MOHUTOPWUHT
MyTb KapTuHka Ans KapTbl wd . .
Mapametp IP 10.21.42.95 il Cnucok cobbITUiA No: CyBﬂ.
MocnepHwuii oTBeT 1970-01-01 03:00:00 oY
Bpewmsi cTapTta Talimepa HefloCTynHOCTU 2019-04-07 12:56:47 ATDUOVTHI
CnewunanvM3npoBaHHble Mnpora ; Wi L
. Pacnonoxexve I |
MPUNIOMKEHUNA U CEPBUCDI: o Pecnon o - § OToGpasuTh
TpOKCK AN UHCTPYMEHTOB wd )
Ma PaMeTpbl AD CocTosHne [e) HauanbHoe i HELAE Bl
S Ilf::)n;T ge6-uHTepq)eMc AC O6ecneyeHne ﬁ HacTpoiika
ATpubyThl Active Directory B0 -0 X Nms B/, il P Hmfindi
YcTaHoBUTL OTCNexnBaHue CoxpaHuTb 3HadeHusi [epeTawuTe aTTpubyT Ansi OTOGpaXKeHUs Ha rpaduke * $IC - Ui obhekia CURTR R e (v i mg)
®TC - Tun o6bEKTa tadl
s i ®TC - Vimsi cepsepa ok JlONONHNTENBbHO TecTbl (vHmrun)
\\ CocTosiHNe o6bekTa [ Hopma 3arpyska npoweccopa (CymMmMapHo) 0 Q R inf] npoueCCbl (vProcess)
KOHTaKTbl 7 Agmunuctpatop. Mogonpenos M.I. Mcnonb3osaHo O3Y (cymmapHo) 0 Q O iaf
Onucaxve # Cnyx6a Active Directory Web-server - CTpoka 3anpoca http://10.21.42.95:7003/Asg.html tadl Ceccun nosnb3oBaTeneii (vSession)
VikoHKka 7 b '\ Web-server - Bpems oTseTa (cex.) 0 Q oV it
Wapora i Web-server - Kop oTseta 200 o ik Oxuparolme ceccum (vSessionwait)
fonrota ; 37.629622 core:Attributes.titles.webResponseStatus [ero 7
ms Active Directory % » ) .
COCTOSIHME KOMMOHEHTOB [ Hopma x:g_zzxz: ” ?J:izgzzzzpa SEKNOWN z SGA I/IHQ)ODMaLI,VIH (ngalnfo)
ﬂi;’i,yj:foﬂﬂﬂL‘eégc’ypfciﬁﬂ;ﬁ,i‘;’;°) 8 TalimayT HeJoCTyMHOCTU 60 ind MokasaTtenu npoussoauTenbLHOCTH (VSysstat)
MoNb30BATENLCKMA aTpUBYT 4 7 false b ¢ (Bcriom.) Bnvsiet Ha cepBUchI AC «ObecneuyeHune» ™ |
b ¢ (Bcnom.) ®TC - Nms o6be nd Ta6nuuHble npocTpaHcTea (VTablespace)
(Bcnom.) ®TC - Tvn o6bel Web cepsep el -

1\

WEB cepsuc




CepBUCHO-pecypCcHasa MoAeb

KoHTponb cepBUCOB, NPeAoCcTaBiseMbIX BHELLHMM
WU BHYTPEHHMM nonb3osaTtenam, KoHTponb noapaaumKkos

MoTpebutens
Bonoaapckui cepBuca
| (BblaeneHHbIn SLA)
Bo3MOXHOCTb

/ Y
PesepBHbLIN
Kkauan CNAg

CO34aHuNA NOTUKHK
B/ISIHUA HA CEPBUC

Cepsuc

192168.11.10 CcHoBHOW
AST-VOL- KaHan Cng
Cs-DSL2

dNemeHT, oT é

KOTOPOro 3aBUCUT

MoTtpetuTe

Nk yenyr
cpAsu |

cepsuc
192.168.11.106
AST-VOL-
CS-DSL1
PN MotpebuTte
+ i
CBA3N 2
192168.11.3 v
AST-VOL- MoTpebute
@ CS- nbyenyr
SWiastrane MoTtpebute e
T b yenyr
B CBA3N 4

e,

\/

s

Katanor UKT cepBucoB — peecTtp npenocraBaaemblx
CEPBMCOB, BKAOYAET B cebs onncaHue cepsuncos, SLA,
3N1eMeHTbl PUHAHCOBOW OLEHKWU. KaTanor ycayr B paspese
CUCTEMbI MOHUTOPUHTIA (CepBUCHAA MOAENb) MOXKET ObIThb:

* AMnNopTMpOBaH M3 BHELLUHEro Katasiora ycayr,
OOCTYNHbIX K 3aKa3y KOHEYHbIM M0Jib30BaTe/ieMm;

* AMNOpPTMPOBAH M3 CTPYKTYPUPOBAHHOIO AOKYMEHT],
onucbiBaowWwmm npegoctasnaembie UKT ycayru
(cepBuc-KaTanor);

* CUHXPOHU3MNPOBAH C cepBucamu u SLA B cucteme
Cepsuc [eck ana npmneAaskn obpaweHnin K UKT
ycayramm v nocneaytoulen ob6paboTkm 3anpocos B
COOTBETCTBUM C acCOUMMNPOBaHHbIMU SLA;

* OnucaH cepsucos u SLA B cucteme MOHUTOPUHTA
MHUTWN pna obecneyeHna onepaTtUBHOIO
MOHUTOPUHIra npegocrtasnaaembix MKT ycayr Ha
npeameT KayecTBa (BCTPOEHHbIN KOHCTPYKTOP).



CepBUCHO-pecypCcHasa MoAe b

(

1 © Hactpoitku cepeuca: Lindposoe TB (IPTV)

Pecypcebl

Mopt IPTV
Mopt IPTV
Mopt IPTV
MopT IPTV
Mopt IPTV

- Aapus
- ABapus
g Hopma
- ABapus
- ABapus

BO3MOXHOCTb NPUBA3KU COCTOAHMUA
CEpPBMCA K KOHKPETHbIM KOMMNOHEHTaM
obopyaoBaHua nam MO

CocTosiHue

CBoAHble noKasaTenmu
cepBuca (cepBUCHbIN

Aawbopa)

CBoAHblIE AAHHbIE
Ha timeline

l\krnaeﬂ

T T T T T T T T T
22:00 l 02:00 04:00 06:00 08:00 10:00 12:00 14:00 16:00

00:00 24 CeH. 2020

[MoKazaTenu SLA

@ MokasaTenu ¢ % (loTpebutens ycnyr ceasu MNAO Céepbank(OTnenenue N28743)
CepBuc
Nms: I:Ic_rr_p?bime‘nb yCnyr ez e l«xmaeu
Onucanwe: MNAO CBepBaHk Poccum
I T
HoctynHocTe: AKTMBeEH 1Enn 2o
SLA
w (88 sLaA 1]
ExxeaHeBHbIA SLA T T T T
02:00 04:00 06:00 08:00

Pecypcol

CoctossHne MSK-ESOTSTSRVOB
CoctossHne MSK-ESOTSTSRVO 4
CoctossHne MSK-ESOTSTSRVO3

CoctossHne MSK-ESOTSTSRYO1
CoctossHne MSK-ESO-DEPO1
CoctossHne MSK-DV-TEST

<&
' NHNTWM

@ HacTtpoitku cepeuca: AnnapaTtHble cepBepa

Cocrosinme MSK-ESOTSTSRVO2 m

pa3nnyHbix SLA (npuBssKa Ko
BPEMEHMU, AHAM HeAeNn U
np..) P P

HaszBaHue
BO3MOXXHOCTb CO34aHUA

YpoBeHb AoCTYNHOCTH, %
OTKasbl

Bpems npocTos

@ Hopwa
™ Hopwa
@ Hopwa

Pecypcel

s Cocome 24/09/2020

T T T T
10:00 12:00 14:00 16:00 2

98,68 S5u2mé2c
4 S5uy2mé2c
00 aHei 00:10:17 Sy2mMé2c

Cepeuc TenecoHus

Cepeuc OcHoBHoW kaHan CMNA

[ Cepeuc OcHoBHoM KaHan CMNI : ExxegHeBHbIN SLAQ 49.72 ncnj

BO3MOXHOCTb NPUBA3KMU
COCTOAHMSA CepBuca K
KOHKpeTHOMY 060pyaoBaHMIO
LLEIMKOM

|

0:00 25 Cen. 2020

3 /100 000

00:00 25 CeH. 2020

MNocnepgHee o6HoBNEHUE

g Hopma
- HepocTyneH
g Hopma
Crartyc
noacepsBncos

CocToAHMe cepBUCOB Ha
Anarpamme B 3aBUCMMOCTHU OT

BbiNo/HeHMA SLA, npocmoTp
N3MEHEHMIN HA BPEMEHHOM LLKase

<



MOHUTOPUHI ceTeBOU MHPPACTPYKTYPb!

MOHUTOPUHT U NOUCK NepBOoNPUYMHDbI 601 B pa3InUHbIX ceTeBbiX UHPpacTpykTypax (IP/MPLS, SDH/WDM, RRL v np..)

=9
/% Tononorus

T <0001 -
1.mngmt

~ 0.05 % ’

ABTOMaTHMyeckoe
NOCTPOEHMne ToONoN0rnmn

CeTb MPLS@

20 94..

-— -as
1. mngmt

\626%
0.25%

a5 s1903

- sro03-2

16.46...

h._

~asr901 0-
1.mngmt

@ shif] T.mngmt

000%

OTobpaxkeHune
YTUAN3aLMM KaHANoB
CBA3U

:—-asr903 1

CHMMOK 3KpaHa

. —. .asmoo (=) 0_10.245.0.111

R
\
asr903-1

1.mngmt

ABTOMaTHMyeckoe
NOCTPOEHMeEe TONO0rnmn
MapLIpyTM3aLuu

AT AT R W I W e WAWE & W W B

3HayeHue

b Lg! | CLI cnyx6a [1] KonuuecTBo nepecyéToB nyten 22

P (4] ICMP cnyxé6a [1] UpeHnTndukaTop Mapwpytns.. 10.245.0.111
P (=] 1P SLA Probe [4] KonuuecTteo LSA 5

P [ [=]]1S-1S 30Ha [6] CyMMa KOHTPOnbHbIX cyMM L... 77608

P | [=]]18-IS coceam [6] NpaeHTUdMKATOp 30HbI 0

» @ MPLS BupTyanbHoe coea gneparueHbIi cTaTyc

O

AAMUHUCTPaATUBHbIN CTaTyC ‘ upP

Bpems akTuBauuu KoMnoHeH... 20/10/2021 1.

» (]| MPLS Tabnuua nepeHanpa
W (=] OSPF 30HbI [7]

@ 0.10.245.1.111

uuID 01acd6f2-03e
[©) 0_10.245.2.111 T 0
@ 0.10.245.3.111 )

UUID BbiwecTosALLEe MOoaenn 00000000-00(
[©) 0_10.245.51.111 | )

Appec BblwecToswein mogenu  Address []
@ 0.10.245.52.111

UUID Moaenu-ucTtoyHuKa 00000000-00(
[©) 35-10.6.0.111

Anpec Moaenu-McToYHUKa Address []

p (=] OSPF coceau [10]

Twn 30HbI 0



e
MOHUTOPUHI ceTeBOU MHPPACTPYKTYypPbl — IP/MPLS

MOHUTOPUHT U NOUCK NepBOoNPUYMHDbI 601 B pa3InUHbIX ceTeBbiX UHPpacTpykTypax (IP/MPLS, SDH/WDM, RRL v np..)

O6uwune 06BbeKTbl U KOMNoHeHTbl MPLS cetu:

= ATpU6YTbI -c7606-1.mngmt Cratyc

1w |0 vesle7606-1.mngmt [14f3EEECI 3HaueHme obopynoBaHuA
LSP (TE TyHHenn, TE LSP, P2MP LSP, subLSP, @ P,
LDP LSP) E (\?l) CLI cnyx6a [1] Cratyc VC ‘
( |CMP c 6a 1 «© MPLSLSP10011.192.168.20.5 Ha PE4 (192.168.20.8)
LSP Hop > (&) ICMP empxca 1 iR
Ld p Adj a Ce ncy M P L I } | @ I |P SLA Pl'obe [4] nceB AOHMM yp‘a ﬂéHHOl’O WUHTE WHpeke | Uma mopgenws | IP agpec 4 | 3arpyska npoueccopa: | BxogHou uHTepdeiic: | CoctosiHue BxogHoro uHTepdilf.as | YTunusauus BxogHoro uHTepdeiica | BoixogHoi uHTepdeitcs | CocTosH
. S nyTI'/1 — 0 PE4 192.168.20.8 0.00 Et1/2.501 0.00 Et0/1 Hop
RsvpSession > |[5)| 1518 s0ma [6] Tx naketos/c N N T S I T N S
MPLS cepauc 2 s O T R N [ 1S S 7 S
LSP Tab| P R O S T naxeroo N e T S S S 7 I [
able . ) W [[2]] MPLS BupTyanbHoe CO€ py naketos/c
LDP Protocol Endpoint .
. 3 4 /100000
Rsvp Protocol Endpoint jlaxeior

O6beKTbl L2VPN: O6beKTbl L3VPN: (©) 1401013 BbixoaHO MHTepdelic 9_‘_®_._®_‘_®
Forwarder VPN @ 140_10.13.1.56 + |

| OnepaTUBHbIIA cTaTyc .
. . 192.168.20.8 192.168.20.2 192.168.20.1 192.168.20.5
Forwarder Endpoint Multicast VPN r (©) 1506_10.13.1.249 =
PseudoWire VRF i (® RETRIRERE L —— M
VPN Route Target ' @) 160.10.13.1.55 i
VLAN - JNokanbHbit MTU 1998
, @ 160_10.13.1.56
Ld pAdJacency JlokanbHas MeTKa 21
, 2080_10.13.1.51
LdpProtocol Endpoint @ CTaTyc I0KanbHOro MHTepde...  up
EVC ' (©) 2080_10.13.1.52
JlokanbHbIi uHTepdeiic Gi1/ 2.
VRF : (D) 2208_10.13.1.51
Tx c6pocos/c 0.00 Y
Route Target : (©) 2208_10.13.1.52 Npamou L5P 06paTHbIif
LSP

(" NHnTN

s



MOHUTOPWHI TPAHCMOPTHbIX CETEM

BHyTpeHHAA To4Ka
TepMuUHaUum

(service termination)

»< | DWDM

SONET/SDH
&9 12/13

BHewHaga To4yka
TepMMHaLNK

(service termination)

BHewwHmn optical
handoff

Y
<

N

> /"i a > /‘i
> <=
> N

N

BHewHWn TpaHcnopT

(

<&
' NHNTWM

s

AHanus

[NOMCK NnepBONPUYNHDI
cbosa gna SONET/SDH

[NOMCK NnepBONPUYNHDI
cbona pna WDM

OnpepeneHue

Bo3aenctemusa WDM Ha
SONET/SDH

OnpepeneHue
Bo3aencteusa WDM Ha
Low OrderSONET/PDH

IP noBepx SONET/SDH
IP nosepx WDM

TexHONOrUmM

DWDM
SONET/SDH

Low Order
SONET/ PDH

Mopenu

D/IEMEHTbI CETH,
KapTbl, dusmnyeckme /
NOrnYecKkmne nopTbl

Tononornyeckue

NUHKW, Fiber, Fiber
bundle

Jlornyeckme nnHKu,
Wavelength

Client circuit, Trail
Protection Groups

MNoapeprKKa paboTbl B MyIbTUBEHAOPHDbIX cpeaax



MOHUTOPUHI TPAHCMOPTHbLIX CETEUN — NPUMEPDI

Tononorna SDH, WDM

X Tononorus X -

uf
X

v @ LLC Initi monitorir

VBBUIGR2-H 717 ABapun

VBBUIOR2-H [
= *—
» (E) vBBUIBR2-H [ Hb g
T8-Linux o /

]
MynbTunne Yeunurens
0B-5-67 EA-16V/23-
(11-18)/18-67

N C——r
neperpy>eHo, BO3MOXHbI c6ou B pabote. Kna/£ aBapum: custom My57m18c m

*—

C-, swHocTb (AGG! knmenT!) = -40.0 4n194y25M19¢ u

N repceca Ethernet (AGG1 knuenTl) = Packet 4p019425M19¢ u

&= | ) [ —
o — ._Q_. *— .—0'0,—' & — » (AGG1 knuenT!) = LOS 4n19425M19¢ u

= =
repcpeca Ethernet (AGG2 knuenTl) = Packet 5a1413M46¢c u

MynsTunne Yeunutens Arperatop ArTerioatop Mynbtunne Yeunutens
e s o o wy PR——— Satvuiee x|
— $3/D1-67 07 24)-07 ywHocTb LAGGZ knneHTl) = -40.C Salui3m4be

18)-07 . —_—
y (AGG2 knmenTl) = LOS S5a1uyi3mM46¢c u
MowHocTb curHana (EAT) - -182 5a1417mM57¢ u

A————r satruere | |
*—
H» - = x — 0O X
: < . - g Fﬁ

=

s Yeunutens c"

OADMD-/1- EA-16V/23- Lemynstvn . S laronoaox: BxopHasi MowHocTb (AGG2 knueHTl) = -40.0 I
o7 (11-18)/18-07 0D-40-A-07 EA-23V-(l4- Rg ADM-4/1 | [PUuMHa: ATpu6yT ‘BxopHas MowHocTb (AGG2 knueHTl)' Bbilwen 3a fonycTuMble

(C20/C20) 24)-07 a7
L2 ] |

- 31 Aer. | 2 C
I-I()J-Iy‘-'IeH bl M3 by I_I BpeIVIeHHC)I'/I 7 Asr. 2020 BxogHas mowHocTb (AGG2 knuenT!) = -40.0 1 Cen. 2020
eactTaBlieHue Texyuet Hauano: 10:45 27 Asr. 2020
p p' o ﬂ”arpaM Me ad OkoHuaHue: He 3aBepLueHa. 0
KOMMOHEHT YCTPOWNCTB Appec: s
HaceneHHblii ZIVER




MOHUTOPUHI TPAHCMOPTHbLIX CETEUN — NPUMEpPb

Nepapxma o6beKTos:

t= ArpubyTsi T8-Linux
v [ 78-Linux [
P == DWDM kaprei (1]
P (%) HTTP cnyx6a [1]
> @ Bnoku nutanus [1]
| 2 Bnoku ynpasnexnus DWDM [1]
b Bentunstopsi [6]
> @ Noptel [4]
4 @ MNoptbi (onTuka) [26]
v @ Cnotei [14]
v 0 Slot1 M
v DWDM kaptsi [1]
v & £A-16V/23-(11-18)/18-07 [1]
v @ Moptsi (ontukal [2]
v . Mopr EA1/1 [1]
v @ TpaHcusepsi [1]
v . TpaHcusep EA1/1 [1]
v @ Nazeps: [1]

Ovopn Hakauku 1 gns EA1/1

» B noprea2/1 m
> W Siot1o m
» W Siot 11 0

HassaHue
ATpubyT CBA3HOCTM
ATpubyT cBA3HOCTU
Tok Mopynsumm
Tok cMeLeHus
Temneparypa, °C
ATpubyT cBA3HOCTU
OnepaTuBHbIV CTaTyC
Uma

ATpubyT CBA3HOCTM
ATpubyT cBA3HOCTU
ATpubyT CBA3HOCTM
AAMUHUCTPATUBHbIN
CocrosiHne

FSM Tekywiee coctosiHue
Bpems aktuBauum
ATpubyT cBA3HOCTU
ATpubyT CBA3HOCTM

ATpubyT cBA3HOCTU

3HayeHue

0.0
0.00
1LEA
D

[wvop Hakauku 1 ans
1

1

1

D

- Hopma
(: HauanbHoe
27/08/2020 11:20:47
0OleOeded-3329-4cab-
012c578e-a801-545b-

0108fb38-51b4-77f0-fc81- SplSuy

(

<&
' NHNTWM

\§=:::::::::::T\JABTOMaTMHeCKOe

HanonHeHue moaenu
NaHHbIX

(8F-bid1-3cF-

MocnepHee o6HoBNEHME

4n18u32M39c

4A'8q,°nnﬂﬂ-
(i 0630p DWDM ycrpoiictea T8-Linux
(o P ycTp
418y
4niBY O6wume cBepeHuUs
Mms: T8-Linux 3aHaTocTbKypHana  Motpe6nenue LINY Motpe6nexne 03Y
4p18y IP: 10.2013181 :
4n18 y Bepcua SW: Atlas 18.rc-tr / 0 11rc-tr ~ 70.00 70.00
i N Bepcust HW: 11
4p184 O— e 13.00% 35.00 35.00
o— Lt - Hopma
4p18y Brn2: C) HeunssecTHo
BY!I: BHuMaHue

4pn18 ull -
4n184)  KapTbl
4ni8u Slot 12 EA-23V-(14-24)-07 ™ vp 19.30 evsgsl 1200 110.gsrc3

Slot 13 EA-16V/23-(11-18)/18-87 @™ v 19.90 emsgs2 1300 116gs
SAZ28M  giot3 EA-18V-(11-18)-07 @ e 19.40 evsgs2 1300 116.gs
5“28. - - = - - AR, . .. - - . - e - - e o
Salse,  1PaHCUBeEpDI

L S e S [

515y

TpaHcusep AGGI CI/10 MD-D3ES-S3/D1-07 @ e

TpaHcusep AGG1 Ln1/10 MD-D3ES-S3/D1-07 e

TpaHcueep AGG2 Ln1/10 MD-D3ES-S3/D1-07

X —-—0X

CneunanmsnposBaHHbie aawbopabl

T
A ..

- —aa tan —a AALs Fas AN Al -~




MOHUTOPUHI NapaMeTPOB CETEBOUN MHDPACTPYKTYPb!

C6op paHHbIX NetFlow, cFlow, jFlow, etc..

@ Tpadmk Ha HTepdelcax ceHcopa gw3845_1
KapTouka

Umsa: qw3845_1
— |P: 10.62.255.4
Bcero TX: 162.73Mb
Bcero RX: 215.85Gb
WHTepdeich!
| pooons|
1.. Gi0/1.100 10.62.255.4
2 Gio/1 10.62.255.4
4 Fa0/2/1 10.62.255.4
3 Fa0/2/0 10.62.255.4
8 Fa0/1/3 10.62.255.4
65/ 100 000 v
Bxoafuine coeAuHEHUA

Knaccbl Tpaduka

1536

4352

. 1538

Mcxoasauime coeguHEHUA

Knaccbl Tpaduka

other

62621

Cymmupyiowmia rpaduk: Knaceol RX, b/s
28000000000

21000000000

-

04

14000000000

7000000000

R ET R

09:23
09:00 19 OxT. 2021

Cymmupyowmin rpadumk: Knaceol TX, b/s

12000000 +
9000000
6000000
3000000

0 =

T
09:25

MpoToKonbi

09:23
09:00 19 OxT. 2021

MpoToKonbl

Mo
Wcr
UDP
s
Bicve

Ton N Ceccuit/Hanpasnexue

3600
2700
1800

900

Ton N Ceccuit/Hanpasnexue

6000

4500

3000

1500

120000000000

Ton N 6aiT/Hanpasnexue

90000000000 -
60000000000

30000000000

Ton N 6aiT/Hanpasnexue

8000000000 -
6000000000 -
4000000000 -
2000000000 I
o

T
09:49

Cbop AaHHbIX OT 060pYya0BaAHUS
(Netflow, Jflow, sFlow, Cflow u
IPFIX) yepe3 UHUTK xFlow
KOJI/IEKTOPbI C NOocaenyrLeun
HOPMaNn3aumnen n
COXpPaHeHMeM AaHHbIX O
NPOnU3BOANTENBHOCTU MO
331aHHbIM METPUKaM.
BO3MOXHOCTb BbIHOCA
KOJINIEKTOPOB Ha PerMoHanbHbIE
cepsepa.

YCTaHOBKa NOPOrosbIX
(chepawmx) GyHKUUM No
33[1aHHbIM NMapameTpam.
[MpmnBA3Ka NOSIYYEHHbIX AAaHHbIX
K KaHa/1am CBA3MW.

[MocTpoeHune rpadpmyecKkux
OTYETOB MO TUNaMm TpaduKa u
3arpy3Ke KaHanoB CBA3M.



MOHUTOPUHI NapaMeTPOB CETEBOUN MHDPACTPYKTYPb!

}= ATpubyTbl.  t-c7606-1.mngmt

2 @1 CLI cnyx6a [1]

» (=) IS-IS 30Ha [6]
> |C:]| IS-IS coceaum [6]

4 @ OSPF 30HblI [7]

> IQI OSPF cocea [1
P (%] SNMP cnyx6a [
4 IQI UnTepdeiicbi [1
P |[=]| Ucnonbzosakue
4 |@,| Mpotokon BGP |
| 2 E]_ MpoTokonbl 06H

p (#] ICMP cnyx6a [1]

(©) 1P SLA Probe [4] 1111051.3282313614.1.1.1 ipSla

> ® | MPLS Ta6énuua nepeHanp:

I ®) 21 11052.3282313614.1' UUID

v @ Sm-c7606-1.mngmt [14]

NaeHTudukaTop KOMNOHEHTa $ | Tun KoMnoHeHTa

2111052.3282673616.1.1.1 ipSla

2111052.3282313614.1.1.1 ipSla
1111051.3282673615.1.1.1 ipSla

I » (=) MPLS BupTyanbHoe coeay

t= ATpU6YTDI -

_~c7606-1.mngmt

v @ smmmaé-c7606-1.mngmt [14] RREEEELTE 3HayeHue
P (4] CLIcnyx6a [1]

P (%] ICMP cnyxé6a [1]
v |@| IP SLA Probe [4] RTT Completion Time Min 1

@ LRRLEE P72l Bl RTT Completion Time Max 2

(5] 1111051.3282673615.1 yRE

22/10/2021 11:09:39

BpeMﬂ aKTuBaLuuU KOMITOHEH...

KonuuyecTBo ycneluHbix TectoB 60

01487524-be5f-657a-e8:¢
[5]12111052.3282673616.1 Lo \oumTopuTes %

C6op paHHbIX IP SLA, TWAMP, RPM, QoS, etc..:

= |P/ICMP Echo (Hosts response time)

= SNA Echo (SNA response time)

= |P/ICMP Path Echo (Hop by hop response time)
= TCP Connection (Application response time)
= UDP Echo (UDP response time)

= Jitter/UDP Plus (Jitter measurements)

= HTTP (Web server response time)

= FTP (Ftp server response time)

= DHCP (DHCP server response time)

= DLSw+ (DLSw peer response time)

= DNS (DNS server response time)

Mpu 3TOM NO YMONYaHUIO NoAAepKUBaeTcs cbop cneayrolmx MeTpuK:
= QOperation Success (%)
= Jitter Operation Completed (%)
= Jitter Operation Mean Round Trip Time (ms)
= Jitter Relative to Packet Interval (ms)
= Jitter Packet Loss (%)
= Jitter Maximum (Positive/Negative, ms)
= QOperation completion time (ms)
= DNS Request completion time (ms)
= TCP Connect completion time (ms)
* Transaction completion time (ms)
= (Operation Statistics



YnpaBsieHne KoOHOUrypaumnamMm ceTeBou

@~ CpaBHeHwe KOHUrypaumun
Kondwurypaumm tuna

Kondurypaumm tuna

DL e s s o

MHOPACTPYKTYpPbI

=§ Mpaeuna

MOMCK...
v @ Npaswna [5]

v @ NCM [1]
v @ Noautiku NCM [2]

Co3paHune NonnTUK
COOTBETCTBUA

MonuTuka Password encription’

g:_! CoBnageHue running ¢ startup

> W Mopory [7]
> @ Npasuna YLH [5]
) @ Pecypcro Cepauchasi Monens [2]

% [leiicTeus

MOUCK...
v @ Deiictaus (8]

4 i Onpoc [6]

> @ Npaswna [2]

> @ Mpasa [2]

> @l O6Hapywehue (7]
! > W Vmnopt AanHbix [2]

Copy of 2020.04.08 11:14:05 o 2020.04.08 11:14:05
MyTe Myre
Kondurypaumn/192.168.2 250/ fleicreyiowme/Yeprosuku/Copy of 2020.04.08 Kondurypauun/192.168.2 250/ flencreyrowme/ Mony4
11:14:05
lan 1 S s vian 111
name 1 2 2 name 1
normal "" 3 3 normal ""
fixed 1-28 -1 4 fixed 1-28
forbidden "™ 5 5
untagged 1-28 6 6 forbidden ""
ip address default-management 192.168.2.250 255.255.: 7 7 untagged 1-28
ip address default-gateway 192.168.2.1 8 8 ip address default-management 192.168.2.250 255.255.]
exit 9 9 ip address default-gateway 192.168.2.1
igmp-snooping 10 10 exit
interface port-channel 1 11 11 igmp-snooping
name UNUSED 12 12 interface port-channel 1
11ldp admin-status tx-rx 13 i3 name UNUSED
11ldp notification 14 14 1ldp admin-status tx-rx
1ldp basic-tlv port-description 15 15 11ldp notification
wrr 16 16 1lldp basic-tlv port-description
exit 17 17 wrr
interface port-channel 2 18 18 exit
name UNUSED 19 19 interface port-channel 2
1ldp admin-status tx-rx 20 20 name UNUSED
1ldp notification 21 21 1ldp admin-status tx-rx
11ldp basic-tlv port-description 22 22 1lldp notification
wrr 23 23 11ldp basic-tlv port-description
exit 24 24 wrr
interface port-channel 3 25 25 exit
name UNUSED 26 26 1interface port-channel 3
lldp admin-status tx-rx 27 27 name UNUSED
1ldp notification 28 28 1ldp admin-status tx-rx
1lldp basic-tlv port-description 29 29 1lldp notification
wrr 30 30 1lldp basic-tlv port-description
exit 31 31 wrr
interface port-channel 4 32 32  exit
name UNUSED 33 33 interface port-channel 4
intrusion-lock 34 34 name UNUSE
AAREERTRIEEETNR vy 25 25 dntraciAan_lanb
Ynanewo 0 Do6aeneno 0 [ Uameneno 1
CpaBHeHue |
Ay [
KOHUTrypauum i

v @ NCM [1]
¥ @ Wabnosi NCM [1]

4 i JkenopT AaHHbIx [1]

> @l YUH [2]

[Jo6asnenune NTP cepsepa

) @ Craupaprhbie [19]

0 14 String pattern = "Aservice password-encryption\\s*3";
5l pcre.compile{pattern});
16 Pair{Integer, Integer) fp = confText.find{pcre, false, 8);
17 if {fp.first > -1}
18
19 log{INFO){format = "NCM Policy 'Passwords encription’ not violated on %a%", a =
20 eventAttributes->updateElement{VariableContainer[success: true]}["result"];
21
22 else
23 {
24 log{WARNING){format = "NCM Policy 'Passwords encription’ violated on %a%", a = &
25 eventAttributes->updateElement{VariableContainer[success: false])["result"];
26 }
27 |}
29
Nmsa

MonuTuka Password encription’

Onucauve nepeMeHHbIX

UaenTudmkatop HazBaHue OnuMoHaNbHbIHA Tun PeaakTop
confld VariableContainer [ 4 Integer VariableContainer [

O LWa6noH
17 switch (componentData["vendor"]}
18
19 case{"Cisco Systems")
20
21 pcre.compile{"{?m)”{s*ntp serveri\\s+){[A-Za-z0-9_\\-\\.]+){.*)$");
22 Pair{Integer, Integer) pair = conf.find{pcre, false, 0);
23 if (pair.first '= -1)
24
25 conf.replace{pcre, "%0%"+ntpIp+"%2%");
26 log{DEBUG){format = "\cOm[ACTION] Replace to new ntp: %p%\d", p =
27
28 else
29 {
30 pcre.compile{"A{end\\s*})"};
31 conf.replace{pcre, "ntp server "+ntpIp+"\n%0%"});
32 log{DEBUG){format = "\cOm[ACTION] Inject new ntp: %p%\d", p = &co
33
34 success = true;
25 break;
Co3spgaHue WwabnoHoB n
WabMOHHbIX pe
KOHbUrypaumm
ntplp VariableContainer [ m Textbox
timeout VariableContainer [ 8 TimeDiffbox




YnpaBaeHue agpecHbIM NPOCTPaHCTBOM

e BepeHune yyéTta ceten n IP agpecos

e ABTOMATU3NPOBAHHOE COCTaB/IEHUE NEPAPXMU NOACETEN NPU
obHapy*KeHUn yCTpomncTB

e ABTOMATUYECKOe co3aaHue obnactem BUANMOCTM MO
NpUHaanexXHoCTn Konnektopos, VRF n VLAN

e CkaHupoBaHue ceTeun 6e3 co3aaHnUsa moaenem ycTpomcTs

e BbiABNeHMe U aBapuiMHOe onoBelleHne o KoHPAMKTax IP agpecos Ha
cetu

e ABTOMATUYECKOE U PYYHOE pacnpeseneHme cetem no obnactam
BUAMMOCTU

e KOHTeKcTHoe oTobparxKeHue KapTbl ceTer mogenem un nx
KOHTenHepos B IPAM

e Busyannsayma 3aHATbIX PECYPCOB CETU

e bbICTpbIM Nepexos B yCTPOMUCTBO U MHTEPPENC C KapTbl CETH

e [lpeaBannpgauma ceTeBblX PEKBM3NTOB (KOHTPOIb U UCKNOYEHME
ownboK onepaTtopa)

@E actual == true

INITI monitoring : master

'MA Havana | Management I | MA KOMNOHeHTa

05/03/20221.. 192.168.2.254  CISCO-Sw-26

05/03/2027 ~2.
{

05/03/202%

v i Ynpaenenue IP agpecamu
v Je DefScope [15]

» Jee VLAN default [2]
aJle VLAN VIAVI_300
aJle VLAN VIAVI_301
Jle VLAN VIAVI 302
Jle VLAN VIAVI_303

aJle VLAN LAN
e VLAN INET

> afevian1 (3]
. 127.0.0.0/8 (Loopback)
&1 185.13.35.96/29
@ 178.214.63.96/29

» @ 192168.0.018 (OBuwan cems) [5] 10.0.10.64/26

& 10.101.0.0/16
% 10.201.0.0/16

maintenance == false [x]

suppressed == false [x] Q

- _ TPOROIKUTENLHOCTES m OTBETCTREHHEIH

01642 m————_
0

ns komnoHeHTa discoveryProtocol Ay6nupyloTcs npoBaiaepbi € ...

v 10.0.10.1
[ Tawec ———: [Mowers | Vopwiowo | Vmeppeic |
10. Arbat-C1 Inter
¥ © 10.0.10.69
[ Tawee —— —— [owers | vompwiowo | Vomeppeic |
© 10.0.10.69 10.0.10.64/26 Arbat-C1 Interface 1 (if1) E;;F
© 10.0.10.69 10.0.10.0/25  Pulkovskaya-C4 Interface 14 (if14) u 1P 10.0.10.69
v © 10.0.10.70 Network 10.0.10.0/25
Y T T T T, e
Interface 3 (f3)
Arbat-C1 Interface 1 (if1)
——— F ya-C4 Interface 14 (if14)
=
Conflict detail
aH
oyl

1/100 000 4




TexHonornyeckoe obopyaoBaHune n snemeHTol ACYTIT - npobaematmka

C6op AaHHDbIX HANPAMYIO U/IU OT 31IeMEHT-MeHeAXKepoB (cucrtem
ynpaB/ieHNUA) KOMMOHEHT TEXHO/IOMMYECKOro CermeHTa:
* KOHTpPONbHO-n3MepuTebHblie Npnbopbl
e KoHTponnepsbi (MJIK)
* YHMBeEpCanbHble NPOrpaMmMUpPyeMbie KOHTPO/IIEPDI
e PC-coBMeCTMMble KOHTPO1EPDI
* [lporpammupyembie pene
e Paboumne ctaHumu nonb3osatena (APM)

* UHpycTpmnanbHble ctaHaapTbl: Modbus, DNP3, ICCP,

|IEC 61850, TCP/IP

* OnepauunoHHble Cnuctemsbl: ctaHaapTHble natoc Trued, WinNT, VMS n
np..

* LlTaTHble cuctemsl ynpassieHNa u MoHUTopuHra: ABB 800xA,
Symphony/Harmony, Infi90, Network Manager, FACTS, SYS600,
MicroSCADA, Automsoft RAPID Historian, Emerson DeltaV and
Emerson Ovation, Emerson/Westinghouse WDPF, GE XA/21, GE
PowerOn Fusion, Foxboro I/A Series, Honeywell Experion, Itron
OpenWay System, Rockwell RSView, Schneider/Telvent Oasys, Citect
Momentum, Quantum, Siemens PCS7, Yokogawa Centrum CS 3000

oy

| ' NHNTY

s

[MOBbILLEHHbIN }XU3HEHHbIN UMK TexHonorni (20 net n bonee)
NHPOopMaALMOHHbIE CUCTEMbI AONKHbI PpaboTaTb B peKMMe peasibHoro
BPEMEHU, BPEMA OTK/IMKA KPUTUYHO

Hannuyme 6onbluoro yncna pasHopoaHoro obopyaoBaHus,
PA3HOPOAHbIX (MPONpPMEeTapHbIX) MHTEPPENCOB MHTETPALIUU U
MeTO0B CbEéMA AAHHbIX

BonbLlOW NOTOK CbIpbIX COOLITUN

NHbopMmaLMOHHAA cucTema A0NKHA GYHKLMOHMPOBATL B PEKMUME
24x7

Heponyctnmbl 3a4epKun B paboTe ceTteBoM MHPPACTPYKTYPbI U
obopyaoBaHuA

KombuHmnpoBaHHaA ceTeBas MHPPACTPYKTYpPa — NPOBOAHbIE
TEXHONOrMN, Paanuo AOCTYN, CNYTHUKOBAsA CBA3b

N3meHeHUs (naTum, oOHOBIEHUSA) AO0/KHbI ObITb TLLATE/IBHO
NPOTECTUPOBAHbI Nepe YCTaHOBKOM



TexHonornyeckoe obopyaoBaHne n snemeHTol ACYTIT — npumep

s m = P
EHTpanbHbIN -
OucneTyepckuii Cepeep O6opynoBaHue . 2w
MywHikT MoHUTOpUHra r l CBA3n Q > o
~ I’ji ACOTY

« Cuctema moHuTopuHra AT obopyoosaHua , \ I,( }s ,/
* LratHble cpeacTsa cetesoit UB Cisco B A R @ — %@ w\\j@@
« Cepsepa HP n OC Windows, Linux, Unix b \ P
« YcTponcTBa 3almThbl cepum «Sepamy», NPON3BOACTBA KOMMAHUN | OSopyaosarme
' e O6opynosaHue Cepse
«SCHNEIDER ELECTRIC». MpegHasHayeHbl Ans KOHTPONS 1 i O < E) cona )
ynpaBneHnsa CUMOBbIM 3NeKTPoobopyaoBaHUEM HaNpsikeHnem | - I < - SEL
6_1 O KB [ 06be|:T Ten.n-cem % CBSI3U @ npgne(‘))iZEMﬁ
« KoHTponnepbl cepun «Freelance» nponssoactea KoMnaHum OBopyRpBam C[TPOnneP g Kowpannep
«ABB». lNpegHasHa4veHbl 4nsa ynpaBneHns gpoccenupyrowmmm == e
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KOHTpOAb NepcoHana u MObUAbHbIX CPEACTB
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C60p 1 aHann3 AaHHbIX OT aHaAoroBoro obopysoBaHUA
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